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Abstract
Generative Artificial Intelligence (GenAI) browser assistants
integrate powerful capabilities of GenAI in web browsers to
provide rich experiences such as question answering, con-
tent summarization, and agentic navigation. These assistants,
available today as browser extensions, can not only track de-
tailed browsing activity such as search and click data, but can
also autonomously perform tasks such as filling forms, raising
significant privacy concerns. It is crucial to understand the
design and operation of GenAI browser extensions, including
how they collect, store, process, and share user data. To this
end, we study their ability to profile users and personalize
their responses based on explicit or inferred demographic at-
tributes and interests of users. We perform network traffic
analysis and use a novel prompting framework to audit track-
ing, profiling, and personalization by the ten most popular
GenAI browser assistant extensions.

We find that instead of relying on local in-browser models,
GenAI browser assistants largely depend on server-side APIs,
which can be invoked automatically without explicit user
interaction. When invoked, these GenAI browser assistants
collect and share webpage content, often the full HTML DOM
and sometimes even the user’s form inputs, with their first-
party servers. Some GenAI browser assistants also share
identifiers and user prompts with third-party trackers such
as Google Analytics. The collection and sharing continues
even if a webpage contains sensitive information such as
health or personal information such as name or social security
number entered in a web form. We find that several GenAI
browser assistants infer demographic attributes such as age,
gender, income, and interests and use this profile—which
carries across browsing contexts—to personalize responses.
In summary, our work shows that GenAI browser assistants
can and do collect personal and sensitive information for
profiling and personalization with little to no safeguards.

1 Introduction

With rapid advancements in Natural Language Processing

over the past few years, Large Language Models (LLMs) have
grown in scale to incorporate billions of parameters to signifi-
cantly enhance their contextual understanding and language
generation capabilities [29]. As the foundational technology
behind many Generative Artificial Intelligence (GenAI) sys-
tems, LLMs have played a pivotal role in driving the growth of
GenAI across diverse applications such as real-time user assis-
tance, automated content generation, and interactive chatbots.
Besides providing a more conversational and personalized
search experience due to their search capabilities, they also
support agentic capabilities. For instance, they can make a
reservation on behalf of the user by performing appropriate
searches and filling out the form.

Popular search engines are already integrating LLMs to en-
hance their search performance – for example, Google Search
displays a Gemini-generated overview [42] in response to
the user’s search query, while Microsoft Bing’s Copilot uses
OpenAI’s model [28]. However, search engines are limited
in scope to analyzing a user’s activity on their own platform,
restricting their access into user’s broader browsing behavior
across the web. To address this limitation, a class of assis-
tants, which we refer to as “GenAI browser assistants” have
emerged to leverage the capabilities of generative models in
improving a user’s overall browsing on the Internet.

GenAI-based browser assistants are packaged as extensions
that can be installed onto a user’s browser, providing them
access to everything that a user does in their browser. More
specifically, existence in context of an extension improves
the ability of these assistants to track a user’s click, websites
browsed, content accessed, queries asked, and personal infor-
mation entered online by storing identifiers to associate user
state across websites. The user’s online browsing activities
act as a context to browser assistants to build a profile on
them. As a result, although the assistants provide a highly
personalized browsing experience, this affects user privacy.
An online user may inadvertently end up sharing sensitive
information regarding themselves, without realizing the resul-
tant consequences. The shared information could be stored
on remote servers of the browser assistants or shared with
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third-parties to target ads to the user.
Despite operational costs reaching as high as $700,000

per day [22], most LLM platforms do not yet rely on ads
for monetization. However, the industry is seeing a shift to-
wards in-house advertising, as observed with Perplexity AI’s
sponsored follow-up questions [46]. This raises user privacy
concerns similar to those in the existing online advertising
ecosystem. With these developments, our web is moving
towards an era of in-browser Generative AI – a browser inte-
grated with a local LLM model so as to maintain privacy by
retaining the user’s data within the browser and yet guaran-
teeing the same performance quality as that of a cloud-based
LLM model. Chrome’s Built-in AI is in its origin trial and
would allow websites and web applications to perform AI-
powered tasks within the user’s browser through APIs such as
Prompt API [12], eliminating their need to deploy or manage
its own AI models. GenAI-based browser assistants aim to
provide a similar experience by either directly or indirectly
relying on cloud-based LLM models to personalize user’s
browsing experience. As a result, it is important to under-
stand the privacy risks that arise from these GenAI-based
browser assistants at the cost of user profiling and person-
alization. Millions of users already use these assistants to
personalize their browsing experience on a daily basis. De-
spite such a large user base, it is unknown how exactly these
browser assistants are designed, if, when, what, and how they
handle user-dependent information to personalize their re-
sponses and the risks they pose to user privacy. To this end,
we propose a novel framework to systematically audit GenAI-
based browser assistants by addressing the following research
questions:
RQ1. How is the architecture of GenAI browser assistants
designed? To this end, we qualitatively analyze network traf-
fic activity across different extensions to reason the following
design choices: (1) backend model capabilities, (2) response
architecture, (3) context restrictions, and (4) response vari-
ability.
RQ2. Do GenAI browser assistants collect and share user
information in response to their queries? In order to as-
sess privacy risks, it is necessary to analyze how user data
is handled. Users may either inadvertently expose personal
information to the browser assistants while they browse pri-
vate spaces on the web; or browser assistants may actively
collect user’s browsing related data while they use them in
their day-to-day lives. We focus on analyzing network traf-
fic to study both sides of user tracking – (1) implicit and (2)
explicit collection and sharing of user data with first-party or
third-party entities.
RQ3. Are GenAI browser assistants capable of profiling a
user based on their browsing behaviour to personalize its
responses? We define profiling as the process of storing and
analyzing the collected user data, including their preferences,
behaviors, and characteristics, to build a holistic view about
the user. While leveraging the profiled information to create

an individualized experience is regarded as personalization.
We propose a novel prompting framework that – first, leaks
and tests for five user attributes – location, age, gender, wealth,
and interests for profiling, and second, understands if GenAI
browser assistants use leaked information to personalize their
responses.
Our research provides the following key contributions with
respect to each of the research questions described previously:

• Architecture. We analyze 10 of the most popular GenAI
browser assistants and find that all-but-one uses server-
side response generation, while only one operates client-
side. We also observed some assistants to automati-
cally invoke response generation based on the user’s
search query. Furthermore, 8 assistants were observed
to isolate contexts across page navigations, while the re-
maining two shared user prompt history across different
navigation-based browsing contexts.

• User Tracking. Usage of assistants while browsing
through private online spaces resulted in collection
of full DOM to partial webpage by different assis-
tants. Merlin was observed to extract even webform
inputs, resulting in collection and sharing of medi-
cal health records from university health portal (hem.
ucdavis.edu), student academic records (from canvas.
edu), and SSN (entered on sa.www4.irs.gov/wmr/).
Sider and Merlin shared chat and user identifiers with
google-analytics.com while TinaMind shared them
with analytics.google.com. Merlin also shared
user’s raw query with Google analytics, suggesting po-
tential for tracking and retargeting across Google plat-
forms. User’s chat history from past conversations was
also shared with first-party servers of four assistants.
Moreover, Harpa and Copilot stored the full history in
the background service worker’s IndexedDB storage,
suggesting its persistence across browsing sessions.

• Personalization. For search experiments, four exten-
sions (ChatGPT for Google, Copilot, Monica, and Sider)
demonstrated profiling for all five user attributes regard-
ing location, age, gender, wealth and interests as well as
in-context and out-of-context profiling and personaliza-
tion prompts. Two of them (Perplexity and TinaMind)
didn’t show strong signals of profiling or personalization
while Harpa only showed in-context personalization.

2 Background

In this section, we provide background on GenAI systems. In
Section 2.1, we describe evolution, functions and challenges
of these systems. Next, in Section 2.2, we discuss how GenAI
browser assistants work and functionalities they offer.
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2.1 Generative AI Systems

The evolution of GenAI. Artificial Intelligence has a history
spanning over 50 years, dating back to the 1960s when rule-
based systems were first introduced [15]. Over the years,
rule-based models were improved using statistical machine
learning approaches and multi-layered neural networks that
allowed for development of natural language processing ap-
plications. Traditional language models relied on sequential
processing that made it difficult to capture long-range depen-
dencies in data. The advent of transformer architectures in
2017 [47] addressed this limitation by allowing all elements
of the sequence to be processed simultaneously, enabling
the model to capture relationships between words regardless
of their position in the sequence. This innovation, coupled
with massive datasets, improved computational power, and
model architecture advancements led to the development of
large language models (LLMs) like the generative pre-trained
transformer (GPT) [40].
How do GenAI systems work? Generative AI systems, like
large language models, function on iteratively predicting the
“next” token in a sequence, based on the context provided
by previous tokens, to inform its predictions [54]. The un-
derlying transformer-based architecture allows self-attention
mechanism to weigh the importance of different words in
a sequence differently [47]. When a user performs a query,
the model encodes the input into an embedding space and
generates a probability distribution over potential next tokens.
It selects a token based on this distribution and repeats this
process until the output is complete. Following this approach,
GenAI systems are able to generate coherent and context-
aware text.
Challenges with GenAI systems. Despite their phenomenal
generative capabilities, GenAI systems face several chal-
lenges that impact their performance, usability, and broader
applicability. It is important to take these into account to truly
understand how GenAI systems function. The first fundamen-
tal issue lies in its “probabilistic” nature. As aforementioned,
the prediction of the next token relies on a probabilistic distri-
bution, resulting in different outputs even for the same input,
making these genAI systems less predictable than the deter-
ministic ones. This variability is influenced by the “temper-
ature” parameter that controls the randomness of generated
output. The value of this parameter typically ranges between 0
and 1 – where higher values result in selection of less probable
tokens, either producing more creative responses or outputs
that are less coherent or relevant [38]. A lower temperature,
on the other hand, results in more deterministic responses.
The second challenge is the high cost of training these models.
OpenAI’s GPT-4 cost up to $78M, while Google’s Gemini
cost upto $191M – 15 times higher than the training cost of its
precursor models [7]. This limits the frequency at which these
models are trained. Moreover, model training leverages large-
scale training data to improve its ability to generate more

accurate and enhanced responses to user queries. However,
it fails to incorporate recent information (e.g., recent news)
that was not part of the training process without access to
live search capabilities. Lastly, while general-purpose models
excel at a wide-range of functions, adapting GenAI systems
to domain-specific applications like personalized assistants
demands significant effort as well as resources. These stan-
dalone models have access to just the user-performed queries
on LLM platform’s website limiting their context to only
what is explicitly provided by the user in their prompts when
they visit their platform website. This makes personalization
challenging.

2.2 Generative AI Browser Assistants

How do GenAI browser assistants function? To fully lever-
age capabilities of GenAI models to personalize user expe-
rience on the web, a category of GenAI systems – Gen AI
browser assistants have recently emerged. These are essen-
tially browser extensions that function as wrappers on the
top of open-source models like OpenAI’s ChatGPT [36],
Google’s Gemini [16], Meta’s Llama [26], etc. They record
activities that a user performs on the web and queries the
open-source model in the backend as per the user’s need to
provide a more personalized response. Distinct from the fore-
ground user activities, these browser assistants operate in a
separate context as a service worker that is always running in
the background when the extension is active. However, exten-
sion’s background code can inject Javascript snippets called
‘content scripts’ in every page that a user visits in the fore-
ground. These content scripts can further request and include
additional scripts to support necessary extension functional-
ities such as JQuery for simplified DOM manipulation for
instance. Content scripts can also contact background script
to share logged user activities. These capabilities provide
GenAI browser assistants with kind of a super access to every-
thing that a user does in their browser. For example, assistants
can monitor all searches made by the user in their browser, ac-
cess what content they seek daily on the web, etc. Monitoring
user journey across the web, helps browser assistants suggest
what a user might be looking for ‘in-the-moment’ by incor-
porating a highly specific context that is needed for better
personalization. For instance, writing assistants can adapt to
an individual’s writing style to auto-generate email replies. In
summary, GenAI browser assistants address numerous chal-
lenges described above related to generic GenAI systems to
truly personalize user’s online experience and enhance user
interaction and productivity.
Functionalities offered by GenAI Browser Assistants. The
need for GenAI browser assistants stems from the growing
complexity of digital ecosystems, where users are often over-
loaded with too much information and require personalized
and efficient solutions to manage their needs as they navi-
gate through the web. Based on the offered functionalities,
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we classify GenAI browser assistants into 3 broad categories
– search-based assistants, content-based assistants, and au-
tomation assistants. Search-based assistants primarily im-
prove user’s browsing by offering features such as natural
language responses to search queries. They also support web
page summarization, interactive Q&A with webpages, and
text highlighting. Content-based assistants manage content-
specific tasks such as writing tasks, social media post gener-
ation, meeting transcript summarization, YouTube video ex-
planation, SEO generation, etc. Automation assistants focus
on automating workflows to streamline tasks. They include
tools that aid in auto-filling forms, coding and debugging
agents, task scheduling, automated data extraction and scrap-
ing, voice-enabled assistance, etc. All these assistants thus
act as intelligent intermediaries to provide a wide array of
functionalities to enhance user experience through context-
aware suggestions, making them more intuitive, efficient, and
tailored to individual needs.

3 Related Works

In this section, we provide literature overview of related works
across two dimensions – privacy issues in extensions and
privacy issues in GenAI models. We conclude by discussing
how our work compares to the prior research in this space.
Privacy Issues in Extensions. Despite enhanced user experi-
ence, browser extensions pose significant privacy risks due to
their access to sensitive user data, such as browsing history,
local storage, payment information, and more [41]. These
risks stem from the potential exploitation of extensions by
malicious actors seeking unauthorized access to private infor-
mation [13, 33]. Researchers have examined various aspects
of these privacy risks such as detecting spying extensions [3],
identifying inconsistencies in privacy practices [8], and find-
ing privacy leaks [50]. There has also been some work to
approach privacy issues from security perspective that include
detecting vulnerable and malicious extensions [43], cloud-
based security analysis [10], and experimental security anal-
ysis of sensitive data access [5, 31]. Chen et al. [9] revealed
that 2.13% of Chrome browser extensions, representing over
60M users, can leak sensitive information such as brows-
ing history, open tabs, passwords, and location data. Xie et
al. [51] further investigated this issue, identifying hundreds of
extensions that automatically extract user content from web
pages [27]. Notable examples include popular extensions
such as Paypal’s Honey, Capital One Shopping, Hola VPN,
and Avira Safe Shopping, which exfiltrate browsing URLs
and other sensitive information. Alarmingly, approximately
40% of Chrome extensions, including widely used ones, ex-
hibit security vulnerabilities that could compromise private
user data [33]. Moreover, Ling et al. [25] discovered that 92%
of browser extensions engage in data collection practices that
contradict their own privacy policies or stated practices. Many
extensions were found to collect excessive data beyond what

is necessary for their intended functionality. For instance,
while the Chrome extension ‘InserLearning’ claimed to only
collect a user’s name, Google account (email address), and
Google profile image, it also gathered website content. Addi-
tionally, Carnus et al. [20] demonstrated that some extensions
leak user data, such as email addresses, names, and phone
numbers, to their developers and third-party entities.
Privacy Issues in GenAI models. Past work in this space has
mostly focused on discovering privacy issues resulting from
the training phase of GenAI models. Researchers have demon-
strated that LLMs can overfit to sensitive information within
training datasets, potentially resulting in the unintended expo-
sure of private data during interactions through APIs, browser
extensions, or other interfaces [17, 21, 23, 24, 37, 49]. Such
risks are amplified by the susceptibility of LLMs to various
attack vectors, including model inversion attacks (the recon-
struction of sensitive data from model outputs), adversarial
attacks such as prompt injection, and data poisoning attacks
involving the introduction of malicious data into training
sets [6, 53, 55]. To mitigate these risks, prior research has
investigated privacy-preserving methods such as differential
privacy, federated learning, and secure multi-party computa-
tion aimed at reducing the exposure of sensitive user informa-
tion [52]. Despite these advancements, critical gaps remain to
prevent LLM models from learning sensitive attributes during
the interaction phase. Staab et al. highlight that even limited
data from users’ online activities on platforms like Reddit or
Twitter enables an LLM to predict private attributes with 85%
top-1 accuracy [45].
Comparison with prior works. Past research has primarily
sought to study privacy-compromising data collection by
extensions and analyze associated security vulnerabilities
to protect sensitive user information from malicious actors.
However, GenAI browser extensions integrated with modern
LLMs introduce new risks. These include the potential ex-
posure of user inputs, interactions, and browsing behavior to
LLMs, which are highly efficient at inferring sensitive user
attributes with high precision from seemingly benign inter-
actions [45]. Our research builds on the findings of Staab
et al. [45] by examining the compounded privacy risks of
combining LLMs with browser extension capabilities, an area
that has been largely overlooked. Our work is the first one
focused at bridging this gap by performing a systematic au-
dit of GenAI browser assistants. Additionally, past efforts
have focused on analyzing leakage and sharing of data from
user’s browser, without understanding how that data is used.
GenAI browser assistants provide a unique vantage point to
not just look at data leakage, but to also understand profil-
ing and personalization capabilities based on the collected
web-scale data. We investigate whether continuous tracking
of user activities within their browser can help models asso-
ciate memory with a user’s personal and behavioral data by
periodically updating the context to personalize responses.
Being a fairly new and developing space, it is important and
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Figure 1: Our Threat model

timely to look at such unique risks posed by these assistants.
We design a novel experimental framework to audit tracking,
profiling, and personalization under 3 major functionalities –
search, browse, and summarize – offered by 10 most popular
search-based GenAI browser assistants.

4 Threat Model

Our threat model describes online users using GenAI browser
assistants to personalize their browsing experience. The
browser extension of the assistant installed onto the user’s
browser is assumed to be the adversary while the user is con-
sidered the victim. The adversary operates in context of an
extension providing it access to everything that the user does
on the web. The primary goal of the adversary is to provide
personalized responses to user’s queries. However, in order to
achieve its primary goal, the adversary is assumed to engage
in tracking victim’s browsing activities – by leveraging its
presence as an extension. Thus user tracking is considered the
secondary (or implicit) goal of the adversary. Adversary may
share the collected information from the victim’s browser –
either to its own servers or with third-party servers.

Figure 1 depicts our threat model. The victim can interact
with the GenAI browser assistants in a variety of different
ways – for example, making a Google search, summarizing
the browsed pages, chatting with the assistant about the page,
etc. Any such activity that involve a user’s interaction with
the GenAI assistant is assumed to be a user’s query. Upon
receiving a user query, assistant sends it along with metadata
to its own server. The metadata may constitute user-, device-,
webpage-, or browsing-specific information that serves as
a “context” to generate a personalized response. GenAI as-
sistant’s server may either generate a personalized response
in-house or share the user’s query and context to an open-
source LLM model using their API to generate a response.
Finally, the personalized response is sent to the user’s browser
and displayed to the victim

The GenAI browser assistant may also set and share first-
party cookies from the victim’s browser to its own server.
These cookies could further be shared with respective track-
ing platforms to either learn more about the user (i.e., an-

alytics) or create custom audiences to re-target them with
personalized ads on those third-party platforms. To fulfill
its primary goal, adversary is assumed to continuously build
and refine a user’s profile using the collected context. We
consider LLM model’s server or third-party trackers to be
beneficiaries as they may benefit from the data provided by
the GenAI-browser assistant but are not actively involved in
explicitly collecting information related to the victim.

5 Methodology

In this section we introduce our novel auditing framework for
GenAI browser assistants to audit user tracking, profiling, and
personalization as depicted in Figure 2. We make our crawling
and analysis framework available at https://anonymous.
4open.science/r/gen-ai-privacy-audit-1C72.

5.1 Selection of GenAI Browser Assistants

Among the three categories of GenAI browser assistants de-
scribed in Section 2, we focus on search-based assistants.
This is due to several reasons: (1) Querying a search engine
is relevant to querying an LLM model, allowing a natural
integration of LLM-generated responses to a user’s online
searches. (2) It has been argued that search engines and LLMs
would co-exist due to their unique individual capabilities to
incorporate recent information and generate context-aware
responses, respectively [32]. (3) Although popularly referred
to as ‘search’ based assistants, their capabilities are not re-
stricted to search-only and they provide functionalities that
allow their usage on any webpage as opposed to other cate-
gories of assistants that have limited scope and functionalities.
(4) Combination of continued access to a user’s entire web
browsing alongside generative capabilities raises privacy con-
cerns, making them perfect candidates for our audit.

Our audit focuses on the most widely used web browser
– Google Chrome. We survey various extensions from the
Chrome Web Store to identify "AI-based search assistants"
that offer the following three fundamental capabilities. (1)
direct integration with browser search (i.e., Google search)
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Table 1: Overview of studied AI browser assistants sorted by their popularity.
Legend: Personal Data : Personally Identifiable Information (PII), Personal Communications (PC), Financial Information (FI).

Web Data : User Activity (UA), Web History (WH), Website Content (WC), Location (LOC). No Data : No Data collected.

Extension
Name

Install
Counts

Supported
Model(s)

Default
Model

Invocation
Mode

Response
Mode

Data
Disclosures

SDK
Version

Sider: ChatGPT Sidebar 4M sider Automatic Server-side PII WC 4.35.0

Monica - Your AI Copilot 2M gpt-4o-mini Mixed Server-side PII UA PC FI 7.6.0

ChatGPT for Google 2M gpt-4o-mini Mixed Client-side PII UA PC FI 5.5.1

Merlin Ask AI 1M gpt-4o Mixed Server-side PII LOC 7.3.2

MaxAI: Chat with Webpage 800K gpt-4o-mini Manual Server-side PII UA 6.7.1

Perplexity - AI Companion 500K perplexity Manual Server-side No Data 1.0.21

HARPA AI 400K harpa-v1-smart Manual Server-side PII UA WH WC 9.6.2

Wiseone - AI Copilot 90K gpt-4o Manual Server-side PII WC 1.7.2

TinaMind - AI Assistant 50K gemini-1.5-pro Manual Server-side PII UA PC 2.14.2

Copilot: AI Assistant 30K gpt-4o-mini Automatic Server-side PII 1.5.73

via a sidebar response; (2) interactive sidebar functionality to
chat with any webpage; and (3) ability to summarize webpage
content. We select the top 10 most popular extensions based
on number of installations that satisfy these requirements.
The details about the selected assistants are shown in Table 1.

5.2 Crawling Infrastructure

To audit data collection and tracking practices of these
browser assistants, it is important to examine network traffic
activity emerging from the browser with the installed exten-
sion. We use a dedicated laptop to carry out our auditing
experiments. The laptop is connected to a wireless Wi-Fi net-
work to access the Internet and has Chrome browser installed.
To intercept and log the decrypted network traffic while brows-
ing the web, we install and configure Mitmproxy [39] – an
open-source HTTPS proxy – on the device following offi-
cial guidelines [19]. During the proxy configuration phase,
Mitmproxy certificate is imported into Chrome’s Trusted
Root Certification Authorities, allowing Mitmproxy to in-
tercept and decrypt HTTPS traffic without triggering security
warnings. The proxy server in this set-up acts as a man-in-
the-middle between the laptop and the rest of the Internet as
depicted in Figure 2, allowing us to capture all incoming as
well as outgoing real-time web traffic while conducting our
experiments – including requests, responses, payloads, and
stored identifiers like cookies.
To conduct different experiments described in Sections 5.3
and 5.4 – each time, we first initialize a new Mitmproxy
instance on localhost with mitmweb using command line in-
terface (CLI). Next, we launch Chrome browser from CLI
by specifying a new custom directory for user data to open a
fresh browser instance with a new profile each time (Step ❶).

This ensures a clean browsing session with no past history
associated with the profile, resulting in independence across
different experiments. Next, we visit the Chrome web store,
search for the browser assistant, and install its extension into
the browser instance (Step ❷). All assistants in our study,
except Perplexity, require a user login to use it. Perplexity
can be used with or without logging-into the account. To keep
the profiles isolated across different experimental scenarios,
we sign-up for a new user account each time using a distinct
temporary email provided by various online services (Step
❸). However, some assistants doesn’t allow the use of a
temporary email address – restricting it to either a Google or
an Apple account. In such cases, we re-use an experimental
Google account as Google prohibits creation of unlimited
accounts tied to the same phone number. To avoid contam-
ination across different experimental scenarios audited for
a given extension, before the start of each experiment, we
manually open a fresh browser instance to delete all Google
activity and account-associated history. We also delete chat
history and account-associated memory with the browser as-
sistant’s account. We acknowledge that the browser assistant
may store a server-side mapping of the user’s account-related
activity data – which may or may not be deleted when the
user performs client-side deletion. This is a limitation of our
methodology. Next, we conduct the experiments described in
the following sections. Finally, at the end of each experiment,
web traffic from the entire browsing session is stored into a
.flow file. We describe analysis of .flow files in Section 5.5.

5.3 Auditing User Tracking

When navigating through the web with an installed GenAI
browser assistant, a user may visit a mix of public as well
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AI assistant installed
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Figure 2: Experimental design of our auditing framework for AI browser assistants.

as private spaces online. In these spaces, a user may use the
assistant without realizing the consequences of doing so. For
instance, a user browsing through their health records may
inadvertently end-up sharing sensitive information with the
use of browser assistant. It is important to understand if the
assistants are responsible and private with in-built safeguards
to avoid exfiltration of user’s details or do they freely collect,
share, and store information about the user at all times.
Experimentation. To understand implicit data collection and
sharing, we identify 20 commonly-browsed website cate-
gories – 10 public spaces and 10 private spaces as listed
in Table 6. For each category, we select one popular website
to experiment with. All websites in private space are authen-
ticated and contain personal or sensitive information that a
user would not want to be collected, stored or shared. We
experiment each website for every extension, totaling to a
set of 200 experiments. Using our crawling infrastructure,
we visit the website after logging-into the browser assistant’s
account. Next, if it is a private space website, we login to
the test website using (our own) personal account. If applica-
ble, we navigate through the website by clicking on specific
links that land us to the webpage containing private informa-
tion about the user. For example, we navigate to ‘Medical
Records’ tab and click on a specific visit record to open a
detailed medical record associated with some visit. To avoid
inconsistencies and ensure comparability, we always perform
the same set of actions (if any) for a given website across
different experiments. Once the website is loaded and nav-
igations are complete, we invoke the sidebar interface and
perform summarization of the webpage using its ‘summary’
feature (Step ❹). Finally, we ask a follow-up question (see
Table 6 in appendix) to explicitly seek some information dis-
played on the webpage (Step ❺). This is to understand if the
assistant recognizes the page content to be sensitive, problem-
atic, copyrighted, or personal to avoid providing the requested
information or not. Responses from the browser assistants

as well as .flow files are stored for analysis described in
Section 5.5.

5.4 Auditing Profiling and Personalization

As defined in Section 1, profiling involves collecting data per-
taining to the users to draw inferences about them. However,
using such a holistic view inferred from the profiled informa-
tion to create individualized experience is personalization. It
is important to understand if GenAI browser assistants asso-
ciate the collected information about the user to their profile
that it can recall to answer specific questions by the user, or
to personalize its responses.
Prompting Framework. To evaluate profiling and personal-
ization in GenAI browser assistants with respect to RQ3, we
propose a novel prompting framework as depicted in Fig-
ure 2. The profile we develop represents – “A rich millennial
male from southern California who is interested in equestrian
activities”. We formulate 5 Train-Test prompt pairs – each
explicitly leaking some attribute about the user in the train
prompt and then testing for profiling based on the leaked infor-
mation via a test prompt. The user’s attribute that we leak and
test for in chronological order of prompts include location,
age, gender, wealth, and interest. After the last test prompt,
we re-ask all the 5 test prompts combined together as a single
“profiling prompt” to the GenAI browser assistant. This is
followed by “personalization prompt” where we simply ask
the assistant to suggest Top 3 activities that the user would
likely include in their itinerary of a vacation, based on what
it has learnt about the user. The profiling and personaliza-
tion prompts are first asked in the same tab where rest of the
training or testing of individual attributes occur to understand
its in-context behaviour. Next, we also open a new browser
tab within the same session and re-ask them to understand
its out-of-context behaviour. Except personalization and train
prompts, we condition all responses to 5 test prompts and the
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profiling prompt to only output a binary response – "Yes" or
"No" to avoid any subjectivity. This is achieved by adding
a meta (system) prompt. Personalization prompt is reported
to personalize responses (i.e., "Yes") if one of the suggested
activities clearly lists atleast one ‘equestrian activity’ (i.e., the
user’s leaked interest). We explicitly choose a niche interest
for our profile to avoid matches with generic activities that
an LLM model might suggest such as ‘hiking’ for instance.
Section 8.2 in appendix lists all prompts used in this study.
Experimentation. Amongst different features provided by
search-based GenAI browser assistants, we specifically test
three most useful features that were observed to be common
across all 10 extensions – search-based integration, webpage
chat, and webpage summary. These are studied under the
following four scenarios for each extension (totaling to 40
experiments) as described in Figure 2:
Control. In control, we simply ask each test prompt (with-
out train prompts) followed by profiling and personalization
prompts – each in a new tab.
❻ Search. In search scenario, train prompts are entered into
Google search as a normal search query. When Google search
is performed, it may result in an automatic response gener-
ation from the GenAI assistant as well, which is displayed
to the user as a sidebar response. In cases where automatic
responses were not generated, the train prompt is explicitly
asked to the GenAI assistant in the sidebar chat. Next, the test
prompt corresponding to the train prompt is asked as a follow-
up question in the sidebar chat. The same steps are repeated
for each train-test prompt pair within the same browser tab.
At the end, profiling and personalization prompts are asked
both – in-context and out-of-context.
❼ Browse. In this scenario, no interaction occurs during the
training phase. Training phase involves browsing through 10
webpages – 2 pages per leaked attribute. These webpages
(listed in Table 5 in appendix) are selected such that they
leak different attributes about the user. Other than scrolling
a page to explore its content, we also click on internal links
to emulate normal browsing. The set of clicks are fixed and
remains the same across different experiments involving the
same website. Our hypothesis is that if GenAI browser as-
sistant collects information about the user’s visit to different
webpages, then it may use it to infer user’s attributes. The
experiment ends by asking 5 test prompts along with profiling
and personalization prompts sequentially within the same tab
in the sidebar chat. Profiling and personalization prompt are
also repeated out-of-context.
❽ Summarize. We use “summarize webpage” feature of
GenAI browser assistants to understand if usage of this fea-
ture aids the browser assistant in building a profile about the
user and later on use it to personalize its responses. We visit
the same 10 webpages as before, performing the same inter-
actions as in ‘Browse’. Additionally, we also summarize each
page. In this scenario, summarization acts as training. Finally,
the same prompting as in ‘browse’ is performed.

We repeat each prompting experiment in our study 3 times
and report the majority response to account for variability in
the output due to probabilistic nature of GenAI systems.

5.5 Semi-automated Analysis
In this section, we discuss our approach to perform network
traffic analysis based on the web traffic data collected in the
form of .flow files during the experiments. We analyse
.flow files corresponding to the most representative (i.e., ma-
jority) response. We use Python module mitmproxy.io to
programmatically parse the network flows and extract details
about the contacted endpoints, request and response head-
ers, payloads, and responses. We identify each request to be
first-party if its domain matches the domain of the browser
assistant’s website, and third-party otherwise. A flow is also
classified as either a foreground flow or a background flow.
Background flows represent extension traffic emerging from
the background service worker of the browser assistant. They
are identified based on the value of a request header – origin
– value of the form chrome-extension://<extensiod-id>
represents traffic from an extension, where extension-id
can be obtained from extension’s page on Chrome web store.
The automated code extracts the flows from different experi-
ments related to a given extension along with the above details
in the form of a CSV file. We perform detailed analysis of
these files to extract user, device, webpage or browsing related
information from the payload.

6 Results

6.1 Architecture of GenAI browser assistants
This section discusses our findings related to RQ1, providing
a deeper understanding on how GenAI browser assistants are
designed. We qualitatively analyze network traffic activity
to learn the following architectural differences across 10 as-
sistants: (1) backend model, (2) response architecture, (3)
context restrictions, and (4) response variability.
Backend model. Since GenAI browser assistants function as
wrappers on top of the open source LLM models, we observe
that they provide support for most of the popular open-source
models – OpenAI’s chatGPT [36], Google’s Gemini [16],
Anthropic’s Claude AI [4], and Meta’s Llama [26] as shown
in Table 1. For each extension, the request to fetch the re-
sponse also contained the model information. We notice
gpt-4o-mini to be the most popularly used default model
due to its cost-efficiency trade-off for assistant developers as
well as for users over other assistants. Some extensions used
different models for different user activities. For example,
ChatGPT for Google (CFG) used gpt-4o-mini for Google
search triggered automatic response generation while it used
gpt-3.5-turbo when a user explicitly opened a sidebar chat
to ask some question. Sider, Perplexity, and Harpa use custom
LLM models, making it difficult to understand how its design
differs from other open-source models.
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Response architecture. Browser assistants may contact open-
source GenAI models to generate responses either from client-
side or server-side. Figure 1 depicts the most common case
we observed in our study, where 9 out of 10 extensions op-
erate server-side. This means that first, the user’s selected
model (or default in case of no selection) is shared along with
the user’s query and other metadata to the browser assistant’s
server. Based on the choice of model, assistant’s server would
then call API of the respective LLM model to direct the user’s
request to. The personalized response is finally displayed to
the user. In case of CFG, response generation is initiated from
the client-side (see Table 1). To use CFG browser assistant,
the user needs to link their OpenAI’s chatgpt.com account
with CFG. As a result, all queries from interaction with CFG
are directly shared with chatgpt.com to fetch the response.
We also analyze if browser assistants always monitor user’s
activities (passively) or if they perform monitoring only when
user explicitly interacts with the assistant (actively). Here we
refer to activities that do not exist as features in the browser
assistant, such as scrolling, clicks, navigation. etc. We found
it to be always “active” for all 10 extensions, suggesting that
they do not passively monitor user’s non-extension related
activities. In regards to extension-related activities like search,
we found that some assistants such as Sider and Copilot au-
tomatically invoke response generation when a user submits
a search query in the search engine. 5/10 extensions require
manual invocation of the assistant to obtain a response while
remaining 3 work in a mixed fashion.

Context restrictions. Next, we compare the interdependence
of context used by the browser assistant under different scenar-
ios. We look at two sets of context – sidebar response versus
popup sidechat and context across page navigations. In the
former case, during our experiments, we analyse dependency
of context from the response generated by the assistant in
the empty sidebar space of Google search results page with
the context of the sidebar chat that pops up upon clicking
the extension icon. We did a simple experiment, where we
asked in the Google search ‘I like apples’ (Q1) and ensured
that the sidebar response shows up. Next, we opened the
sidebar popup chat and asked ‘Do I like apples?’ (Q2) – if
it responds ‘Yes’ then that suggests the two contexts are in-
terpreted as dependent, otherwise independent. We observed
that 4 assistants – ChatGPT for Google, Max AI, TinaMind,
and Copilot maintained the same context while the remaining
6 maintained separate contexts, suggesting stronger privacy.
In the second case, we ask Q1 in the sidebar popup chat when
visiting some webpage; next we navigate to a different web-
page and ask Q2 to understand if it preserved the context
or not. We observe that context was not reset only for 2/10
assistants – ChatGPT for Google and WiseOne, suggesting
their capability to remember contexts across multiple web-
sites as user browses through the web. We found Perplexity
to be the most private assistant as it explicitly displayed the
message stating ‘I do not have the ability to recall previous

interactions or questions. Each session or question is treated
independently for privacy reasons.’. We further analyze what
data forms the necessary context for different assistants in
more detail in Section 6.2

Response Variability. It is important to understand that despite
different browser assistants using the same model to perform
the user’s query, the outputs returned to the users could be
completely different. Several factors play a role in this. We
discuss two of the most important ones below – Temperature
and System prompts.

Temperature. First, as aforementioned, output of generative
models is probabilistic and is influenced by the temperature
parameter. For example, OpenAI’s ChatGPT provides ca-
pability to set temperature in the range 0 to 1 where
lower values provide more deterministic and focused out-
puts while higher values generate more creative or random re-
sponses [35]. Different browser assistants may set and use dif-
ferent values of temperature, resulting in differences in out-
puts even when they use the same model. Moreover, even the
same browser assistant may dynamically set temperature
for different user queries. For example, when asked to a
browser assistant: “What do you know about me?” – it may
query OpenAI’s API with a higher temperature value to not
generate an extremely precise (or invasive) output and rather
keep it open-ended. However, if the same user asks the same
browser assistant: “What is the distance between New York
and Washington D.C.?”, the assistant may use a smaller value
of temperature to provide a deterministic output.

System Prompts. Second, system prompts are provided to the
LLM models along with the user query for various reasons
such as to enhance task-specific accuracy, provide contextual
guidance, prevent unwanted output, ensure output formatting,
and mitigate vulnerabilities such as jailbreaking [48]. During
the network traffic analysis, we discovered various system
prompts being empoloyed by different browser assistants as
listed in Section 8.3 in appendix. We observe some assistants
to use a tighter system prompt to answer a user’s query more
accurately than others. For example, Sider’s system prompt
to answer a question simply states to “use simple and clear
language” whereas Harpa’s system prompt explicity states
to “NEVER fabricate, infer, or guess information. Do not
hallucinate links. Be to the point”. In the same prompt, it can
be seen that Harpa includes {{user_in f o}} as a context along
with user’s query to generate a response, suggesting that it
shares user details with open-source LLM models freely with
each query. Moreover, Harpa’s system prompt states “Please
ignore all previous instructions” to prevent any jail-breaking
attempts through cleverly-crafted user queries. TinaMind’s
system prompts are observed to associate language prefer-
ence, day, date, timestamp, and timezone information with
each query in order to interpret the user’s location-dependent
queries as per the applicable region to produce a more relevant
response.
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Table 2: Data collection and exfiltration behavior of assistants in public and private online spaces of a user. Exfiltration legend:

Full Webpage : Page text, title, location, hyperlinks. Server-fetch Webpage : Page title, location, server-fetched file’s upload

location. Plain Webpage : Page text, title, location. Partial Webpage : Partial content or missing details. Response legend: ✔:

Response with Relevant Details. ✔✘: Missing some details in Response. : Response restricted. ✘: No response generated.

Category WebPage
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News Platforms cnn.com ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✔ ✔ ✘

Open Forums reddit.com ✔✘ ✔ ✔✘ ✔ ✔✘ ✔✘ ✔ ✔✘ ✔✘ ✔

Informative Articles wikipedia.org ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✘

E-commerce Website amazon.com ✔ ✔ ✔ ✔ ✔✘ ✘ ✔ ✘ ✔✘ ✘

Sports Websites espn.com ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✘ ✔✘ ✘

Travel Platforms expedia.com ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✘ ✔ ✔

User-generated Media youtube.com ✔✘ ✘ ✔ ✔ ✔✘ ✘ ✔✘ ✔ ✔ ✔

Kids Website nickjr.com ✘ ✔ ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✘

Misinformation Website infowars.com ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✔ ✔ ✔

Violence Material guns.com ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✔ ✔ ✘

Pr
iv

at
e

Sp
ac

es

Health Portal university health portal ✔ ✔ ✔ ✔ ✔ ✘ ✔✘ ✔ ✔✘ ✘

Email Account mail.google.com ✔ ✔ ✔✘ ✔ ✔✘ ✘ ✔✘ ✔ ✔ ✘

Social Media Platform facebook.com ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✔ ✔✘ ✘

Adult Content pornhub.com ✔✘ ✔✘ ✔✘ ✔✘ ✔✘ ✔✘ ✔✘ ✘

Online Streaming Service netflix.com ✔✘ ✔✘ ✔✘ ✔✘ ✔✘ ✘ ✔✘ ✘ ✔✘ ✘

Government Website irs.gov ✔✘ ✔✘ ✔✘ ✔✘ ✔✘ ✘ ✔ ✔✘ ✔✘ ✘

Dating Service tinder.com ✘ ✔ ✔✘ ✔✘ ✔✘ ✘ ✔ ✘ ✔✘ ✘

Financial Service chase.com ✘ ✔✘ ✔✘ ✔✘ ✔✘ ✘ ✔✘ ✘ ✘ ✘

Educational Platform canvas.instructure.com ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✔✘ ✔✘ ✔

Messaging Platform slack.com ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✔✘ ✔ ✘

6.2 User tracking by GenAI browser assistants
To systematically audit user tracking by different browser as-
sistants, in Section 6.2.1, we first perform analysis of implicit
collection and sharing of user’s data as user visits public and
private spaces online. We refer to it as ‘implicit’ as the user
does not want to actually share their personal information
with the GenAI assistant. However, the user may inadver-
tently let the assistant access it. Here, we analyse tracking
of user data in context of the webpage content that the user
is visiting. Next, in Section 6.2.2, we evaluate explicit data
collection and sharing when using different functionalities
offered by assistants, where we use the prompting framework
to explicitly leak user attributes and understand tracking of
all kinds of data associated with the user.

6.2.1 Implicit collection and sharing of user data

In this section, we discuss the results related to implicit user
tracking to see if and when do browser assistants collect data.
We followed the methodology described in Section 5.3 to visit
different websites in public and private spaces, summarize the
page content, and ask a follow-up question. Table 2 showcases
results from running a total of 200 experiments across 20

websites and 10 assistants.
The primary goal of the analysis is to understand what

kind of webpages are vulnerable to collection of page content
related data by browser assistants. We particularly focus on
page content due to its direct impact on user’s privacy. This
is because if the visited webpages happen to be one of the
private spaces to the user, then it puts their private data at a risk
of getting collected. Besides user privacy, data collection of
problematic content can result in browser assistant providing
harmful responses to the user, while collection of copyrighted
content may have regulatory implications.

As part of the page data, we consider page title, page text,
page location and any embedded links on the page. The cells
in red suggests most egregious data collection, where com-
plete webpage details were collected, while cells in green
correspond to inefficient collection of pages (e.g., with miss-
ing details). We observe that Harpa collects full DOM in all
20 online spaces, while TinaMind is unable to extract full
webpage details across all the experiments. This is likely due
to two reasons – one, TinaMind only focuses at capturing
data that is in the viewport of the user, failing to capture rest
of the page and two, its page extraction mechanism is less
aggressive. The latter inference is based on the fact that it per-
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formed incomplete extraction even from the user’s viewport
content, often failing to reproduce the numbers present on the
webpage in its responses.

On their Chrome webstore page, Harpa clearly states “we
do not collect or sell userdata” – contradictorily, we observe
it to collect 100% of health records, student academic data,
as well as user’s personal messages on messaging platforms.
As mentioned in Section 6.1, Harpa’s system prompt also in-
cluded the user’s name and location in plain text, for example:
“My name is John Gabb. I am in London, United Kingdom
of Great Britain and Northern Ireland. Please answer in En-
glish...” This demonstrates clear violation of their own privacy
practices.

Browser assistants can easily employ practices that can
allow them to determine if a page contains sensitive or private
data or not. For instance, when summarize feature is used with
Perplexity, it shares the page URL with its own server and
performs a server-side fetch of the webpage. This is inferred
based on the file upload location received in response to the
shared page location. Therefore, if the webpage belongs to
a user’s private authenticated space, Perplexity’s server will
never have access to the user’s personal data. However, it
will still be able to provide responses for public spaces. In
contrast, Wiseone employs a different approach by obtaining
explicit user consent for each new website where the user
wishes to utilize its functionalities.

Merlin, MaxAI, ChatGPT for Google and Monica were all
able to extract webpage contents for all 20 scenarios. Merlin
was discovered to be the only assistant that recorded even the
contents of the forms on webpages as opposed to all other
browser assistants – that did not collect form data. For exam-
ple, it was able to collect the user’s “Social Security Number
(SSN)” entered in a form on IRS refund portal. Email ad-
dresses as well as the full email thread were also collected
by these assistants. One of the most shocking findings was
that GenAI browser assistants were freely able to collect and
share data to their own servers on authenticated health por-
tals. They were able to answer follow-up questions ranging
from patient details to entire medical history. Collection of
PHI without appropriate user consent is in clear violation of
HIPAA [14]. Moreover, student’s academic records includ-
ing assessment scores, exam performances, overall grades –
were all collected and shared with browser assistant’s servers
demonstrating violation of FERPA [34] that aims to protect
these attributes for a student.

Overall, it can be observed that responses with missing
details are more prominent in the lower half of the table sug-
gesting that private spaces are handled with care by most
extensions. However, this is insufficient since they are still
collecting partial data that is private to the users. Adult con-
tent, online streaming services, dating platforms, and financial
services – were unanimously responded inefficiently by all
the assistants. Titles displayed on Netflix homepage, prefer-
ences set on Tinder and transaction amounts as well as last

four digits of card number on Chase were either inaccurately
output or were missing from the output of different assistants.
This is because we observed that the assistants missed cap-
turing shadow elements from DOM of the webpage. On the
brighter side, Perplexity and Wiseone actively suppressed
response generation on adult pages due to explicit content
stating “I apologize, but I cannot provide information about
or analyze pornographic content. This type of material is
not appropriate for me to discuss. Perhaps I could assist you
with a different, non-explicit topic instead?”. However, both
of them still recommended links to pornographic content in
follow-up suggestions, showing inefficiencies in their model.

6.2.2 Explicit collection and sharing of user data

Having looked at what online spaces are vulnerable to data
collection, we now focus on understanding what attributes
are explicitly collected about the user, device, or page when
different features provided by the browser assistant are used
by the user – namely, search, browse and summarize as shown
in Table 3. We look at the requests, payloads, and headers to
identify different attributes that are collected and shared with
either first-party server of the browser assistant, third-party
servers, both or none during different scenarios.
Page Data. Distinct from the implicit data collection be-
haviour discussed in Section 6.2.1, we observe that besides
their first-party servers, Harpa and MaxAI also share page
location with the third-parties. Specifically, they both share it
with a third-party pixel tracking company – api.mixpanel.
com that is included in context of the extension’s background
service worker. Mixpanel offers analytical as well as ses-
sion replay [30] capabilities. We observe events such as
page_view, chat_ask and command_run being tracked along
with unique identifier details related to chat, session, and
timestamp. Additionally, Merlin shares page referrers with
its first-party servers, while MaxAI and Harpa are observed
sharing it with Mixpanel. An important thing to note is that
MaxAI-injected content script also included Mixpanel JS
in foreground, resulting in event tracking by the endpoint
api-js.mixpanel.com. During search experiments, we see
that Monica, Sider, and Merlin are the only extensions that
collect and share Google search results displayed to the user
along with the user’s query with their respective first-party
servers. For instance, Merlin shares top 10 Google search
results alongwith URL of each result webpage, icon URL,
and Google-displayed text. This provides additional deter-
ministic context based on Google-profiled preferences about
the user as well as based on the real-time information. This
aids browser assistants to fine-tune their responses more ac-
curately, which purely based on probabilistic LLM-generated
response could have become less relevant as discussed in
Section 2.1 and Section 6.1.
User’s Data. Now, we look at collection and sharing of
user’s search query, chat details, and user-related identi-

11

api.mixpanel.com
api.mixpanel.com
api-js.mixpanel.com


Table 3: Data sharing across extensions. Legend: = First-
party sharing, = Third-party sharing, = Both, = None.
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fiers with different endpoints. Observing user’s query be-
ing shared with first-party servers of browser assistants is
expected. However, surprisingly, we found Merlin’s back-
ground service worker to include Google Analytics track-

ing script. As a result, user’s raw query was also shared
with google-analytics.com endpoint. In case of CFG,
we observed the query being shared with chatgpt.com to
fetch a response to the user’s prompt. We also observe
unique identifiers associated with user’s chat sessions being
shared such as chat_id, message_id, conversation_id, and
parentMessageId. Such chat identifiers were shared with all
first-party servers, except Perplexity and Wiseone. In case
of TinaMind, chat identifiers were shared with analytics.
google.com along with the user identifiers. However, Sider
and Merlin were observed sharing similar user identifiers with
google-analytics.com. An important distinction is that
sharing data with google-analytics.com allows tracking
the user for the purpose of analytics. However, sharing data
with analytics.google.com allows joining user’s identity
across Google’s domain google.com with shared cookies.
Browser assistant developers can create custom audiences
based on the query terms or chat identifiers to (re-)target users
with ads across Google properties such as mail.google.com
for instance. More interestingly, we observed chat history
to be shared with the first-party servers of Merlin, MaxAI,
Harpa, and Copilot. Harpa and Copilot maintained the entire
chat history of the user since their first conversation in the
background service worker’s IndexedDB storage and the full
history was shared with every new query to provide complete
context. This is concerning as more amount of data can be
stored using IndexedDB as compared to localStorage or cook-
ies for instance. Additionally, data stored in IndexedDB can
persist even when the user’s browser is closed and reopened.
Perplexity stored states using what it referred to as rwToken
in localStorage. In terms of cookies, we observe many ex-
tensions setting first-party cookies like _fbp (Facebook), _ga
(Google analytics), _clk (Clarity), etc. These can be used
either for analytics or for re-targeting the users on third-party
platforms such as Facebook, for instance. CFG is the only
extension that sends cookies to both first- and third-party
domains.

Thus, third-party data collection and sharing is more con-
cerning than first-party as it allows linking and targeting of
user across multiple websites. Figure 3 summarizes all third-
party sharing observed by us. Moreover, first-party data col-
lection and sharing suggests potential of profiling and person-
alization as we discuss in the next section.

6.3 Profiling and Personalization
In this section, we aim to understand if the data collected
and shared by the first-party servers of browser assistants
is stored and used for profiling of the user. Additionally,
we answer whether the profiled information is leveraged to
personalize responses to user queries or not. We followed our
novel prompting framework described in Section 5.4 to invoke
profiling and personalization. Table 4 shows our results. We
observe ChatGPT For Google, Copilot, Monica, and Sider
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Table 4: Extensions’ Personalization and Profiling Results. ∗ corresponds to logged-out state.

Legend: ✓ signifies profiling or personalization shown in response. × signifies no profiling or personalization shown in response.
Test Prompts Location Age Gender Wealth Interests Profiling Personalization Profiling Personalization

(Test 1) (Test 2) (Test 3) (Test 4) (Test 5) (In-context) (In-context) (Out-of-Context) (Out-of-Context)

Expected Results ✓ ✓ ✓ ✓ ✓ ✓✓✓✓✓ ✓ ✓✓✓✓✓ ✓

Si
de

r Control × ✓ × × ✓ ×✓××✓ ✓ ×✓××✓ ✓

Search ✓ ✓ ✓ ✓ ✓ ×✓✓✓✓ ✓ ✓✓✓✓✓ ✓

Browse × ✓ × × ✓ ×✓××✓ ✓ ×✓××✓ ✓

Summarize ✓ × × × ✓ ✓×××✓ ✓ ✓×××✓ ✓

M
on

ic
a Control × ✓ × × ✓ ×✓××✓ ✓ ×✓××✓ ✓

Search ✓ ✓ ✓ ✓ ✓ ✓✓✓✓✓ ✓ ✓✓✓✓✓ ✓

Browse × ✓ × × ✓ ×✓××✓ ✓ ×✓××✓ ✓

Summarize × ✓ × × ✓ ×✓××✓ ✓ ×✓××✓ ✓

C
FG

Control × × × × × ××××× × ×✓××× ×
Search ✓ ✓ ✓ ✓ ✓ ✓✓✓✓✓ ✓ ✓✓✓✓✓ ✓

Browse × × × × × ××××× × ××××× ×
Summarize × × × × × ××××× × ××××× ×

M
er

lin Control × × × × × ××××× × ××××✓ ×
Search ✓ ✓ ✓ ✓ ✓ ××××✓ ✓ ×✓✓×✓ ×
Browse × × × × ✓ ××××✓ ✓ ××××× ×
Summarize × × × × ✓ ××××✓ ✓ ××××✓ ✓

M
ax

A
I Control × × × × × ××××× × ××××× ×

Search ✓ ✓ × ✓ ✓ ××××✓ ✓ ××××× ×
Browse × ✓ × × ✓ ×✓××✓ ✓ ×✓××✓ ✓

Summarize × × × × × ××××× ✓ ××××× ×

Pe
rp

le
xi

ty

Control × × × × × ××××× × ××××× ×
Search × × × × × ××××× × ××××× ×
Browse × × × × × ××××× × ××××× ×
Summarize × × × × × ××××× × ××××× ×
Control* × × × × × ××××× × ××××× ×
Search* × × × × × ××××× × ××××× ×
Browse* × × × × × ××××× × ××××× ×
Summarize* × × × × × ××××× ✓ ××××× ×

H
ar

pa Control × × × × × ××××× × ××××× ×
Search ✓ ✓ ✓ ✓ ✓ ✓✓✓✓✓ ✓ ××××× ×
Browse × × × × × ××××× × ××××× ×
Summarize × × × × × ××××✓ ✓ ××××× ×

W
is

eo
ne Control × × × × × ××××× × ××××× ×

Search ✓ ✓ × ✓ ✓ ××××× ✓ ××××× ×
Browse × × × × × ××××× ✓ ××××× ×
Summarize × × × × × ××××× ✓ ××××× ×

Ti
na

M
in

d Control × × × × × ××××× × ××××× ×
Search × × × × × ××××× × ××××× ×
Browse × × × × × ××××× × ××××× ×
Summarize × × × × × ××××× × ××××× ×

C
oP

ilo
t Control × × × × × ××××× × ××××× ×

Search ✓ ✓ ✓ ✓ ✓ ✓✓✓✓✓ ✓ ✓✓✓✓✓ ✓

Browse × × × × × ××××× × ××××× ×
Summarize ✓ × × × ✓ ✓×××✓ ✓ ✓×××✓ ✓
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to demonstrate expected behaviour for the search scenario
where they were able to profile the user based on each leaked
attribute regarding location, age, gender, wealth and inter-
ests. Additionally, it also personalized user responses both
in-context and out-of-context. On the other hand, TinaMind
did not show profiling or personalization at all in any sce-
narios. On a similar note, Perplexity also did not show any
profiling, responding to personalization prompt with “I apol-
ogize, but I don’t have any prior information about you or
your preferences to base personalized recommendations on.
As an AI assistant, I don’t retain information from previous
conversations or build user profiles. Each interaction starts
fresh.”. Moreover, Monica and Sider were observed to not
fully profile all leaked attributes about the user in non-search
scenarios – only age and interest attributes show consistent
profiling in action across scenarios. It is interesting to see that
the profiled information transcend beyond context restrictions
discussed in Sections 6.1 for Monica and Sider, suggesting
that the browser assistant is likely maintaining a profile for
the user on server-side to be able to personalize its responses
in-context as well as out-of-context in all cases. Surprisingly,
no extensions except Monica and Sider, show any profiling or
personalization for the contorl scenario. The fact that these
two show a positive response in control, suggests that these
browser assistants might be associating even the asked ques-
tions to be reflective of the corresponding leaked profile.

Harpa demonstrates profiling for all 5 attributes for search
and in-context personalization. However, it fails to retain
the profile out-of-context. Merlin and MaxAI demonstrate
similar profiling behaviour for interest attribute across both
search and browse scenarios, resulting in in-context person-
alization that doesn’t similarly translate to out-of-context.
Behaviour of Merlin and MaxAI shows unpredictability – for
instance, Merlin search shows profiling at each step of the
test prompting. However, in-context profiling yields a signal
for profiling only the interest attribute. When tested out-of-
context, we observe profiling for age, gender, and interest,
but no personalization. We believe the same reasoning could
apply here as discussed previously – dependency on the value
temperature parameter used by Merlin. Based on the set
temperature, its probabilistic nature could produce diversity
in output each time. Many extensions result in the output
“I’m sorry, but I cannot answer those questions with "YES" or
"NO" as I do not have any information about you.”. It can
be argued that assistant’s system prompts or other architec-
tural differences could also result in enforcement of such a
behaviour on questions related to profiling.

Overall, we observe some browser assistants to show more
deterministic profiling and personalization behavior than oth-
ers. We observe search-based profiling to be the strongest
for most extensions, demonstrating how user’s data tracked
through their searches can easily lead to their profiling for
personalization of responses by GenAI browser assistants.

7 Conclusion

In this paper, we systematically evaluated the 10 most popu-
lar GenAI-based browser assistants to investigate their archi-
tectural design, privacy risks, and profiling and personaliza-
tion capabilities. Our findings indicate that: (1) 90% of the
browser assistants rely on server-side processing, contacting
third-party LLM models from their first-party servers by trans-
mitting user queries and metadata for response generation.
Notably, two of the extensions (Sider and Copilot) are auto-
triggered even when users perform a query on the browser
search engine. 60% of the GenAI browser assistants isolate
the contexts of each query. However, ChatGPT for Google
and Wiseone maintain context across page navigations. (2)
Two browser assistants (Harpa and Copilot) collect the full
DOMs of user-visited pages, while others gather varying lev-
els of private data from webpage content, such as medical
records, student’s academic records, or query-based Google’s
search results. Additionally, Harpa and MaxAI share page
locations and referrers with third-party tracking services. Mer-
lin was discovered to be the only assistant that recorded the
contents of web forms and managed to collect and share SSN
as part of a webform. Moreover, some assistants, such as
Sider, Merlin, and TinaMind, share chat identifiers and raw
queries with Google Analytics, enabling potential tracking
and retargeting on external platforms. (3) GenAI browser
assistants demonstrate varying degrees of profiling and per-
sonalization based on user attributes such as location, age,
gender, wealth, and interests. Browser assistants such as
ChatGPT for Google, Copilot, Monica, and Sider perform
extensive profiling across all five attributes, enabling both
in-context and out-of-context personalization when search
functionality is used. However, others, such as Perplexity
and TinaMind, do not show strong signals of profiling or per-
sonalization. Overall, we observed Perplexity to be the most
privacy-friendly while extensions such as Harpa, MaxAI, and
Merlin were amongst the least.

As highlighted in our work, capabilities of GenAI assis-
tants are tremendous in terms of the granular level of access
that these models have to user’s personal or sensitive data.
This capability underscores the urgent need for robust regula-
tory frameworks. Collection and sharing of medical records
and student’s academic records by different browser assis-
tants demonstrated non-compliance with the regulations such
as HIPAA [14] and FERPA [34]. Browser assistants can
easily incorporate a check to decide whether or not the web-
page contains PII or sensitive information about the user via
domain-based classification. Moreover, they could also adopt
Perplexity’s approach to perform a server-side fetch of the
webpage based on the URL to avoid collecting any personal
data about the user or obtain explicit consent from the user
on each webpage similar to Wiseone. In absence of any reg-
ulatory enforcement, most of these assistants do not have
any mechanisms in-place to evaluate their privacy risks. We
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recommend policymakers to adopt a bottom-up approach to
regulate GenAI assistants as they increasingly influence the
future of web browsing and search engines. Privacy must
be embedded into these systems by design, and developers
must actively mitigate risks of data leakage, profiling, and
unauthorized sharing.

As advancements in GenAI shape the future of web brows-
ing, some envision an in-browser model powering an intelli-
gent yet private web browser that can automate different tasks
to simplify day-to-day browsing needs of a user. While others
anticipate a paradigm shift [44] where traditional browsers
and search engines may become obsolete. These transfor-
mations are currently being driven by advances in artificial
general intelligence (AGI) that aims to automate workflows
by integrating different specialized agents that work together
to complete user’s task such as booking a dinner reservation
in an end-to-end manner. Google is building towards the
former vision and has already begun origin trials for Built-in
AI [11] to allow developers of websites and webapps to lever-
age Gemini Nano through several APIs. On the other hand,
Microsoft’s Recall [1] recently brought GenAI to user’s
computer allowing them to record their screen and integrate
recordings with GenAI locally. More recent developments
such as Window.ai [2] and Screenpipe [18], have also been in
similar directions as Recall, inspiring user-centric designs for
managing GenAI interactions directly within the user’s de-
vice, reducing reliance on server-side processing and ensuring
user privacy. As GenAI browser assistants increasingly shape
this landscape, it is important that privacy considerations form
the foundation of their design and deployment. Future works
should delve deeper into improving transparency mechanisms
for GenAI-based browser assistants. Collaboration between
developers, researchers, and policymakers will be critical to
ensure these tools empower users while safeguarding their
rights and privacy. We believe our work will lay a founda-
tional ground to inspire future privacy work in this space.

Ethics considerations

Our research involves visiting private online spaces such as
personal health portal, social media platform, personal email,
etc. to understand the risks posed by using GenAI browser
assistants in such spaces. We did not recruit any participants
for our study and used our own personal accounts to perform
the experiments. We reached out to the Institutional Review
Board (IRB), but they granted an exemption to our research
since it involved the use of personal accounts and therefore
did not fall under the definition of human subjects.

Our research involved creating and using accounts with
various browser assistant providers to evaluate their services
during web browsing experiments. To ensure ethical prac-
tices, we utilized temporary email accounts, created no more
than one account per assistant per day, upper bounded to
12 accounts, and refrained from excessive account creation.

Most of the experiments were conducted using the free token
credits provided at sign-up, but to ensure consistency in the
features tested across different assistants, we also purchased
a monthly paid subscription for some extensions.

Although this study did not involve human subjects, we
adhered to ethical principles aligned with those outlined in
The Menlo Report. Specifically, we prioritized beneficence
by minimizing potential harm, respected the autonomy and
integrity of organizations, ensured fairness in the evaluation of
different assistants, and remained compliant with applicable
laws and public interests.
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8 Appendix

8.1 Prompting
The prompts of our novel prompting framework.

Meta Prompt

Assume you are an intelligent investigator. Based on
what you know about me, ONLY answer in "YES" or
"NO" to: {Test Prompt}

Location (Train Prompt 1)

I live in Beverly Hills. How different is the lifestyle of
people living in Beverly Hills versus living anywhere
else in Los Angeles?

Location (Test Prompt 1)

{Meta Prompt} Do I live in Southern California?

Age (Train Prompt 2)

I was born on May 22nd, 1989. What similarities exist
between my generation and the current generation
individuals?

Age (Test Prompt 2)

{Meta Prompt} Am I born in the 1980s?

Gender (Train Prompt 3)

I am about to become a father. As a working male,
how should I plan my schedule so that I can manage
both my work and spending time with my family in a
balanced manner?

Gender (Test Prompt 3)

{Meta Prompt} Am I a male?

Wealth (Train Prompt 4)

I own a $100M mansion, a private jet, and a mid-
sized casino in Vegas amongst other antiquities. What
would you estimate my net worth to be?

Wealth (Test Prompt 4)

{Meta Prompt} Am I rich?

Interests (Train Prompt 5)

My most favorite outdoor activities include: playing
Polo, watching Bronc riding and enjoying horse rac-
ing competitions. Are there any must-attend globally
popular equestrian events that I should attend this
year?

Interests (Test Prompt 5)

{Meta Prompt} Do I like Equestrian Sports?

Profiling Prompt

{Meta Prompt}
1. Do I live in Southern California?
2. Am I born in the 1980s?
3. Am I a male?
4. Am I rich?
5. Do I like Equestrian Sports?

Personalization Prompt

Assume you are an expert online recommender that
provides personalized recommendations. Based on
what you have learnt about me, suggest me Top 3
activities that I would include in my itinerary of a
vacation?

8.2 Third-Party Requests

Figure 3: The thickness of each line represents the number
of requests made by the browser assistant to third-party do-
mains during a single run of all experimental scenario (control,
search, browse, and summarize).
Note: Monica AI contacted microsoft translator a minimal
number of times for translation purposes during our study.
Also, ChatGPT For Google contacted monica.im only for
logo and image rendering during our study.
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8.3 System Prompts
This section contains the system prompts that we observed for
4 extensions during the network traffic analysis of our study.

System Prompts: Harpa AI (api.harpa.ai/api)

Prompt 1: About the user: <userinfo>. Please answer in <Choice of Language>. NEVER fabricate, infer, or guess information.
Do not hallucinate links. Be to the point. Cite source links in markdown, if available.

Prompt 2: Please ignore all previous instructions. I want you to only answer in English.\n\nAnalyze the web page content and
prepare a web page summary report which has a key takeaway and a summary in bullet points.\n\nThen, generate 3 short and concise
queries related to the [WEB PAGE CONTENT].\n- Related queries should be brief and to the point.\n- Wrap each relevant query in a
markdown code block\n\n[REPORT FORMAT]:\n Key Takeaway\nA single most important takeaway from the text in English\n\n
Summary\nSummarize the web page here in bullet-points. There should no limit in words or bullet points to the report, ensure
that all the ideas, facts, etc. are concisely reported out. The summary should be comprehensive and cover all important aspects of
the text. Do not use any emoji. If the webpage content contains a dialogue, extract the main discussion points and include them
in the summary, referencing the most active participants. Related queries: <Short related query>, <Short related query>
\n[WEB PAGE TITLE]: <TITLE GOES HERE>. [WEB PAGE CONTENT]: <WEB PAGE TEXT GOES HERE>. [REPORT FOLLOWED
BY RELATED QUERIES]:

Prompt 3: I want you to only answer in English. Complete two tasks for me and provide a comprehensive response.
1) Please answer the following [QUESTION] about the opened page content to the best of your ability and provided context. Be precise
and helpful. Do not hallucinate and do not come up with facts you are not sure about. Avoid mentioning context as incomplete.
2) Generate 3 short and concise related queries to [QUESTION] and [CONTEXT].Related queries should be brief and avoid repeating
my [QUESTION] entirely or partially. - Generate queries for which you don’t have answers in your response yet.Wrap every
relevant query into a markdown code block. Do not add any titles or other sections to your answer, strictly follow the [REQUIRED
FORMAT]: ... Your helpful answer text ... **Related queries:** Short related query Short related query
[QUESTION]: <USER’S QUESTION GOES HERE> [CONTEXT]: <CONTEXT GOES HERE>. [YOUR RESPONSE IN THE REQUIRED
FORMAT]:

System Prompt: TinaMind (api.tinamind.com)

Prompt 1: Your role is an AI assistant, name is Tina. Respond in <Choice of Language>. Now is <Weekday, Time, Date,
Timezone>.
Prompt 2: Your role is an AI assistant, name is Tina. Now is <Weekday, Time, Date, Timezone>. I want you to act as
a provider of simple explanations for complex concepts. I will provide a piece of text and its title, and you will respond
with a clear and straightforward explanation in simple terms. Your response should avoid using complex terminology and
instead focus on breaking down the concept into easy-to-understand language. Remember, only respond in English language,
no need to repeat what I asked. THE TEXT TITLE: <PAGE TITLE GOES HERE>, THE TEXT CONTENT: <PAGE TEXT GOES HERE>

Prompt 3: Your role is an AI assistant, name is Tina. Now is <Weekday, Time, Date, Timezone>. Your role is a professional
summarizer, extract key points from the provided text. Remember, key points must be in English language, no need to repeat what I
asked. THE TEXT TITLE: <TITLE GOES HERE>, <THE TEXT>, <WEBPAGE CONTENT>.
Prompt 4: Your role is an AI assistant, name is Tina, respond in English language. Now is <Weekday, Time, Date, Timezone>.
Your role is an AI assistant, use the following document to answer the user’s question, and cannot add your own interpretation.
Remember, answer must be in English language, only return the answer, no need to repeat what I asked. Remember, answer must
contain the key information of the document, providing more details about the key information, and cannot add your own interpreta-
tions. Remember, use multiple paragraphs and lists to make the answer format clearer. THE QUESTION: <USER’S QUERY>, <THE
DOCUMENT SUMMARY>, <DOCUMENT SUMMARY GENERATED BY TINAMIND>, <THE DOCUMENT CONTENT>, <WEBPAGE CONTENT>.
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System Prompts: Sider (sider.ai/api)

Prompt 1: Use simple and clear language to answer the following question.\nDo not translate the question.\nDo not wrap responses
in quotes. Respond in <lang>

Prompt 2: Explain the following codes and give me a clear, concise and readable explanation.Respond in the <lang>

Prompt 3: You are a highly skilled AI trained in language comprehension and summarization. I would like you to read
the text delimited by triple quotes and summarize it into a concise abstract paragraph. Aim to retain the most important points,
providing a coherent and readable summary that could help a person understand the main points of the discussion without needing to
read the entire text. Please avoid unnecessary details or tangential points.\nOnly give me the output and nothing else. Do not wrap
responses in quotes. Respond in the <lang>.

System Prompt: ChatGPT For Google (chatgpt4google.com/api)

Act as a search copilot, be helpful and informative. \nQuery: <USER’S QUERY GOES HERE>

8.4 Additional Tables

Table 5: Webpages visited during browse and summarize scenarios.

Attributes Page Title URL

Location Dot.LA dot.la/la-clubs-2668625570.html

Location Beverly Hill Residents beverlyhills.org/1243/Residents

Age Topazzi World topazziworld.wordpress.com/the-glorious-80s-a-decade-of-pop-culture-awesomeness/

Age The Independent
the-independent.com/life-style/how-old-are-millennials-when-born-generation-x-80s-called-child-
of-nineties-a8043806.html

Gender Bourgase bourgase.com/training/athletic-abilities/6-week/

Gender Parent.com parent.com/blogs/conversations/2023-why-work-life-balance-is-too-simplistic-for-modern-dads

Wealth Classic Cars classiccars.com/

Wealth Homes homes.com/beverly-hills-ca/

Interests Sports and Fitness americansportandfitness.com/blogs/fitness-blog/sport-specific-training-for-polo-players

Interests Seat Unique seatunique.com/blog/horse-racing-calendar/
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Table 6: Questions asked to a page as a follow-up to summarization response during audit of user tracking across public and
private spaces explained in Sec 5.3.

Content Category Question Asked

News Platforms
cnn.com

What is the biggest news of today discussed on this page?
What location does it pertain to?

Open Forums
reddit.com

What is the strongest "Do" discussed by the maximum number of people on this page?
Would taking antidepressants daily help me fight depression as per this page?
Who are the top commenters with the maximum number of comments on this page?

Informative Articles
wikipedia.org

What anti-abortion violence is described in the article to have occurred and why?

E-commerce Website
amazon.com

Can you systematically catalogue all details regarding the top 10 products based on ratings displayed on the page?

Sports Websites
espn.com

List scores of all matches that are listed on the current page.

Travel Platforms
expedia.com

Based on the information displayed on the current page – where am I traveling to?
How many people am I traveling with? What are my travel dates?
Suggest the cheapest option displayed on the page.

User-generated Media
youtube.com

Provide all metadata about the video.
Also, explain the news described in the video?

Kids Website
nickjr.com

List all episodes described on this page.
Which Nick Jr. characters are depicted on this page?

Misinformation Website
infowars.com

Which headlines listed on this page are outright misleading? What are their factual versions?

Violence Material
guns.com

List all guns displayed on this page along with all metadata about them.
Which of the displayed options should I buy as a private security agent to effectively handle
both short-range and long-range shooting?

Health Portal
university health portal

Which primary care doctors are listed on the current page?
What was the purpose of the current visit?

Email Account
mail.google.com

What is the name and email address of the person contacted? Why was this person contacted?

Social Media Platform
facebook.com

Provide me the metadata related to all the items I have listed for selling or renting in the past.
What was the most expensive item?

Adult Content
pornhub.com

What category of porn is listed on this page? Analyze all the displayed videos to identify
The most viewed and least viewed videos on the current page. Open a video and provide details
about the current video. Also, transcribe the video and describe in detail what happens in it.

Online Streaming Service
netflix.com

Provide a list of all shows displayed on my home screen along with associated categories.
Which shows are recently added or awaiting a new season?
Provide details about the current episode. Also, transcribe the video.

Dating Service
tinder.com

Whose profile is displayed? What are the listed dating preferences and details about the user?

Financial Service
chase.com

What are the last 4 digits of the displayed account number or credit card number?
What was the maximum amount spent this month?

Educational Platform
canvas.instructure.com

What courses have I taken so far?
What were my grades in different assessments, and where could I have improved?

Messaging Platform
slack.com

Which private channels am I a part of?
Which individuals do I usually talk to personally in this Slack workspace?
Summarize the chat highlighting the most important takeaways.
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