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Abstract

Ad-tech enables publishers to programmatically sell their ad
inventory to millions of demand partners through a complex
supply chain. Bogus or low quality publishers can exploit the
opaque nature of the ad-tech to deceptively monetize their
ad inventory. In this paper, we investigate for the first time
how misinformation sites subvert the ad-tech transparency
standards and pool their ad inventory with unrelated sites
to circumvent brand safety protections. We find that a few
major ad exchanges are disproportionately responsible for the
dark pools that are exploited by misinformation websites. We
further find evidence that dark pooling allows misinformation
sites to deceptively sell their ad inventory to reputable brands.
We conclude with a discussion of potential countermeasures
such as better vetting of ad exchange partners, adoption of
new ad-tech transparency standards that enable end-to-end
validation of the ad-tech supply chain, as well as widespread
deployment of independent audits like ours.

1 Introduction

The complexity of online advertising lends itself to fraud.
A key success driver of online advertising is the ability of
advertisers and publishers to programmatically buy and sell
ad inventory across hundreds of millions of websites in real-
time [1]. Notably, Real-Time Bidding (RTB) allows publish-
ers to list their supply of individual ad impressions for bidding
at an auction hosted by an ad exchange [2]. The ad exchange
then requests its advertising demand partners to bid on the
listed ad inventory based on the associated contextual and
behavioral information. The ad-tech supply chain is com-
plex because it relies on hundreds of specialized entities to
effectively buy and sell the ad inventory in real-time and at
scale [3]. Another factor exacerbating this complexity is that
each ad impression is sold and resold across multiple parallel
or waterfall auctions [4]. Such scale and complexity, com-
bined with the opaque nature of the ad tech supply chain,
makes it a ripe target for fraud and abuse that has been ex-

tensively studied in both industry and academia [5-13]. One
of the most common types of ad fraud involves creating bo-
gus or low quality websites and monetizing the resulting ad
inventory. The fraudsters attempt to drive large volumes of
traffic to their website through various illicit means such as
bots, underground marketplaces, traffic exchanges, or even
driving legitimate traffic through click-bait and viral propa-
ganda [14—16]. A notable example that motivated our work is
that of the “Macedonian fake news complex” [17—19]. In this
scheme, fraudsters created misinformation news sites with
misleading and click-bait headlines intentionally designed to
go viral on social media, garnered millions of page views, and
resulted in tens of millions of monetized ad impressions.

Advertisers are invested in preventing fraud. Ad-tech has
safeguards to protect against this type of ad fraud by blocking
the ad inventory of bogus or low quality websites even though
the ad impressions are from legitimate users. Specifically,
brand safety features supported by ad exchanges allow adver-
tisers to block ad inventory of web pages that contain hardcore
violence, hate speech, pornography, or other types of clearly
objectionable content [20]. All the effort of fraudsters would
be wasted if they are unable to monetize their ad inventory
through programmatic advertising due to these brand safety
features. To circumvent brand safety protections, fraudsters
are known to exploit the opaque nature of the complex ad
tech supply chain by misrepresenting their ad inventory [21].
For example, in domain spoofing [22], bogus or low quality
publishers spoof the URLs of their ad inventory with that of
reputable publishers; thereby deceiving reputable brands into
buying their ad inventory even though their own domain is
blocked due to brand safety concerns [23-25]. To mitigate
ad fraud due to misrepresented ad inventory, the Interactive
Advertising Bureau (IAB) introduced two transparency stan-
dards. ads.txt [26] requires publishers to disclose a list
of all sellers that are authorized to sell their ad inventory.
sellers.json [27] requires ad exchanges to disclose a list
of all publishers and intermediate sellers whose ad inventory
is listed on their exchange. Together, these standards, if im-
plemented correctly, would reduce the prevalence of ad fraud



by allowing buyers of ad impressions to verify the sources of
the inventory.

Transparency mechanisms to prevent fraud are falling
short. There is increasing concern that the ads.txt and
sellers. json standards are either not widely adopted, im-
plemented in ways that do not facilitate effective supply-chain
validation, or intentionally subverted by malicious actors in a
variety of ways. In this paper, we empirically investigate these
concerns. We find that the ads.txt and sellers. json dis-
closures are plagued by a large number of compliance issues
and misrepresentations. From this investigation, we find ex-
tensive evidence of ‘pooling’ of ad inventory from unrelated
websites — a practice that makes it impossible for a buyer to
correctly identify ad inventory sources (i.e., where their ad
will eventually be placed). This effectively allows malicious
websites to ‘launder’ their inventory by making them indistin-
guishable from well-reputed websites. To better understand
how malicious actors may subvert the transparency demanded
by the ads.txt and sellers. json standards, we use a set
of well-known misinformation websites as a case study. Fo-
cusing on these misinformation websites, we confirm: (1)
their widespread failure to comply with the ads.txt and
sellers. json standards; and (2) heavy engagement with
the practice of pooling. As a consequence, we also find real
world instances of reputable brands purchasing impressions
on these websites, perhaps unintentionally. Taken together,
we make three key contributions.

Measuring compliance with  ads.txt and
sellers. json transparency standards. We study
a set of ‘control’ and well-known misinformation websites to
measure their compliance with ads.txt and sellers. json.
We find that although compliance issues are widespread even
in our control websites, they are significantly more prominent
in the misinformation websites and the ad exchanges that list
their ad inventory.

Measuring the prevalence of (dark) pooling. We measure
the high prevalence of ad inventory ‘pooling’ by our control
and misinformation websites. By simply analyzing public
ads.txt and sellers. json files associated with our control
and misinformation websites, we identify over 79K instances
of pooling, of which 8.7K (11%) are used by misinformation
sites to effectively launder their ad inventory. By analyzing
the RTB metadata, we are able to confirm 297 pools being
used by misinformation websites.

Measuring the (in)effectiveness of brand safety tools. Brand
safety protections aim to prevent brands from purchasing
low quality or fraudulent ad inventory. In our investigation,
we find that the practice of pooling allows misinformation
domains to effectively circumvent these protections. In fact,
we find that misinformation websites that participate heavily
in pooling are more likely to attract ads from reputable brands
such as Forbes, GoDaddy, and Amazon.

2 Background

In this section, we provide a high-level overview of the mech-
anisms behind the supply of programmatic ads (§2.1) and the
vulnerabilities in the ad supply chain (§2.2).

2.1 Programmatic advertising

At it’s core, programmatic advertising is the automated trad-
ing of ad slot inventory (made available by publishers) for
impressions of ad creatives made available by brands or ad-
vertisers. Although there are a variety of mechanisms for
programmatic advertising (e.g., real-time bidding, header bid-
ding, exchange bidding, etc.) and the organizations participat-
ing in each might differ, the types of entities involved in the
supply chain remain the same for each mechanism.

The supply chain of programmatic advertising. Internet-
scale programmatic advertising is made possible by the fol-
lowing entities: supply-side platforms (SSPs) for publishers
to list their ad slot inventory in real time, ad exchanges (AdX)
which aggregate the inventory of multiple SSPs and facili-
tate bidding on individual slots, and demand-side platforms
(DSPs) which allow advertisers and brands to identify targets
for their ad creatives and make bids on inventory listed at ad
exchanges. These platforms work together to create a supply
chain for ads as follows: When a user visits a publisher, the ad
slot inventory associated with that visit is put up for auction at
an AdX by the SSP. DSPs, operating on behalf of advertisers
and brands, then make bids on the ad slot inventory available
at the AdX. These bids are informed by what is known (to
the DSP) about the user and the publisher. The winner of the
auction is then notified by the AdX and the associated ad
creative is used to fill the ad slot on the publisher. In the event
that the auction fails (either because of no bids or not meeting
the floor value set by the publisher), the AdX may repeat the
auction or sell the slot to other AdXs. Figure | provides an
illustration of the supply chain mechanism.

Transparency in the supply chain. Crucial to the correct
operation of the ad supply chain is that the participating or-
ganizations are able to trust that publishers and AdXs are
not misrepresenting their inventories or their relationships
with other entities. For example, it is important for DSPs to
confirm that the ad slot inventory that they are bidding on
is actually associated with a particular publisher. Similarly,
it is important for DSPs to confirm that the AdXs that they
are purchasing ad slot inventory from are actually authorized
to (re)sell that inventory. The absence of trust in this supply
chain can lead to situations where DSPs make premium bids
for ad slots that are actually associated with non-premium
publishers — ultimately leading to a brand’s ad creatives be-
ing displayed on publishers that they may not want to have
associations with. In an effort to introduce trust and the ability
for DSPs to perform basic verification of the ad slot inven-
tory, the Interactive Advertising Bureau (IAB) introduced two
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Figure 1: Programmatic Advertising Ecosystem: When a user
visits a publisher website (Step 1), the publisher puts its ad-
inventory for sale on ad-exchanges via SSPs in real-time (Step
2). Advertisers bid for these slots via DSPs (Step 3). Adver-
tisement of the winning bid is displayed to the user on the
publisher website (Step 4). To mitigate fraud, advertisers use
sellers. json of ad exchanges and ads.txt of publishers
to verify who is and who is not an authorized seller of a given
inventory.

standards: ads.txt and sellers. json.

The ads.txt standard. The ads.txt' standard (intro-
duced in 2017) aims to address ad slot inventory fraud by
requiring each publisher domain to maintain an ads. txt file
at the root level directory (e.g., publisher.com/ads.txt).
The ads.txt file should contain entries for all AdXs that
are authorized to sell or resell the ad slot inventory of the
publisher. Each entry in the ads.txt file must contain the
following fields:

¢ the authorized AdX,

e the publisher ID assigned to the publisher domain within
the AdX network, and

* the authorized relationship between the publisher and au-
thorized AdX — i.e., whether the AdX is authorized as a
DIRECT seller or RESELLER of inventory for the domain.

Why ads. txt helps prevent fraud. When a bid request is
sent by a publisher to an AdX (which forwards it to DSPs), the
request contains the publisher ID and the domain associated
with the inventory being listed. Importantly, because publisher
IDs are typically associated with an organization and not
a domain, it is possible for multiple domains to share the
same publisher ID. This can make the prevention of domain
spoofing challenging. The ads. txt file presents a mechanism
for verifying that malicious websites are not spoofing domains
in their bid requests. More specifically, ads.txt allows:

* AdXs to verify that the publisher ID in the bid request
matches the publisher ID associated with the domain in
the bid request and

* DSPs to verify that the AdX claiming to (re)sell the
inventory of a domain is authorized by the domain to do
so.

1“ads” stand for Authorized Digital Sellers and is fully specified at https:
//iabtechlab.com/wp-content/uploads/2021/03/ads.txt-1.0.3.pdf

Prior to the ads. txt standard, there were no mechanisms to
facilitate such checks and the sale of fraudulent inventory was
widespread [21].

The sellers. json standard. Similar to the ads.txt
standard, sellers. json also aims to mitigate inventory
fraud and misrepresentation. The sellers. json standard’
requires each AdX and SSP to maintain a sellers. json file
at the root level directory (e.g., adx.com/sellers. json)’.
This sellers. json file must contain an entry for each entity
that may be paid for inventory purchased through an AdX —
i.e., one entry for each partner that is an inventory source for
the AdX. Each of these entries contain the following fields:

* the seller type which indicates whether the entry is as-
sociated with a PUBLISHER, an INTERMEDIARY (i.e., in-
ventory reseller AdX), or BOTH (i.e., this entity has their
own inventory and also resells other inventory);

the seller ID associated with the inventory source (same
as the publisher ID in ads. txt if this entry is associated
with a publisher); and

¢ the name and domain associated with the seller ID (these
fields may be marked as “confidential” and hidden by
AdXs to preserve the privacy of publishers).

Why sellers. json helps prevent fraud. When a bid re-
quest is received by a DSP from an AdX that is in compliance
with the sellers. json standard, it must contain information
about the provenance of the inventory in a Supply Chain Ob-
ject (SCO) *. Ata high level, the sellers. json file provides
a mechanism for DSPs to identify and verify all the entities
listed in this SCO. This is done as follows:

* When a bid request is received by the DSP, it should
use the AdX’s sellers. json file to verify that the final
AdX has an authorized relationship with the prior holder
(an SSP or another AdX) of the inventory.

* The previous step is applied recursively (on all interme-
diate neighbors in the SCO) to verify the end-to-end
authenticity of the inventory.

e The DSP then uses the sellers. json files of all inter-
mediaries and the ads. txt file of the publisher to verify
that the publisher is legitimate and (re)sellers who handle
the publisher’s inventory are authorized to do so.

2Full specification of the sellers.json standard is available
at: https://iabtechlab.com/wp-content/uploads/2019/07/
Sellers.json_Final.pdf

3We observed several AdXs, including Google, use non-
standard paths — e.g., Google’s sellers.json is located at http:
//storage.googleapis.com/adx-rtb-dictionaries/sellers.json

4Supply Chain Object (SCO) contains an ordered list of all the entities
involved in the ad transaction (e.g., publisher — SSP — reseller — AdX).
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This ability to conduct end-to-end validation of the SCO helps
DSPs identify cases where inventory is sourced from ma-
licious publishers with fake ads.txt files or non-existent
inventory is sold by malicious intermediaries.

2.2 Supply chain vulnerabilities

Despite the introduction of the ads.txt and sellers. json
standards, there remain many vulnerabilities in the ad inven-
tory supply chain. Our investigation focuses on the vulnera-
bilities that enable malicious publishers to gain ad revenue
by misrepresenting or obscuring the sources of their ad slot
inventory. Some of these vulnerabilities arise from misrep-
resentations in the ads.txt and sellers. json files, while
others arise from pooling their (less marketable) inventory
with the inventory of more desirable publishers. We refer to
the former as inventory misrepresentation and the latter as
dark pooling.

Inventory misrepresentation. Inventory misrepresentation
is ad fraud that arises from misrepresentations of ad inven-
tory by publishers. This misrepresentation is identified by
discrepancies in the publisher’s ads. txt file and is success-
ful only when DSPs and AdXs do not follow the standards of
the IAB’s ads.txt and sellers. json specifications. Some
examples of these misrepresentations are:

e apublisher’s ads. txt file might falsely indicate that a
popular AdX is an authorized (re)seller of it’s inventory
in order to boost it’s reputation with other AdXs.

* a publisher’s ads. txt file might falsely use publisher
IDs of other popular publishers to suggest an authorized
relationship with an AdX in order to boost the value of
it’s inventory.

* apublisher’s ads. txt might have multiple conflicting
entries for a single AdX making it possible to deceive
certain implementations of ads . txt and sellers. json
verification.

* apublisher’s ads. txt file might list authorized relation-
ships with (re)sellers that have no sellers. json files
and make end-to-end verification of inventory impossi-
ble.

As we will show in this work, each of these occurs fre-
quently in the case of misinformation publishers.

Dark pooling. Pooling is a common strategy to share re-
sources in online advertising. Consider, for example, the case
where two or more publishers are owned by the same parent
organization. In such scenarios, the ability to share advertising
infrastructure and AdX accounts allows for more efficient op-
eration and management. One way to identify the occurrence
of pooling is by noting a single AdX-issued ‘publisher ID’
shared by multiple publisher websites. Dark pools are pools in

which publisher IDs are shared by organizationally-unrelated
publishers (possibly of different reputations). It should be
noted that simply using another domain’s publisher ID in ad
requests from a domain will result in any ad-related payments
being made to the owner of the publisher ID. Therefore, for
revenue sharing, the creation of these pools need to be fa-
cilitated either through intermediaries or by direct contract
between the pooled organizations.

End-to-end validation of pooled supply chains. Pooling leads
to a break down of any brand or DSP’s ability to perform end-
to-end verification of the ad inventory supply chain. Specifi-
cally, the final step of verification highlighted in §2.1 cannot
be meaningfully completed unless all domains associated
with a publisher account are publicly known (and unfortu-
nately, this is not the case). This is because the end-to-end
verification of the ad inventory supply chain, as specified by
the TAB, implicitly relies on trust that publisher IDs are ac-
tually associated with specific organizations and that these
associations are verified by AdXs. We illustrate this with an
example.

* Consider a publisher domain sportsnews.com which
has a legitimate subsidiary: nbanews.com. The owner
of these domains registers for an account with a popular
AdX (adx) and is issued the publisher ID pubid after
being vetted by adx. It is expected that this domain can
now share this publisher ID with it’s subsidiary. Both
sites will now list adx as a DIRECT seller through the
pubid account in their ads. txt files.

* The publisher now enters into an agreement with the
owners of fakenews.com, a site with dubious quality, to
share adx’s issued publisher ID for a cut of the revenue
generated from ads shown on fakenews.com. In it’s
ads.txt file, fakenews.comnow adds adx as a DIRECT
seller and also lists pubid as it’s publisher ID.

* When a bid request is sent from fakenews . com, all basic
supply chain validation checks are successful because
the publisher ID pubid is in fact registered by adx in
their sellers. json file. Any bidding DSP will there-
fore operate under the assumption that the site receiving
their ads has been vetted by adx and is associated with
sportsnews.com unless they maintain their own block-
list of low-quality or pooling domains.

* Complications only arise if any verification authority
notices that pubid was only registered to the owner
of sportsnews.com and the bid request actually origi-
nated at fakenews.com. However, invalidating the bid
request because of this inconsistency will mean that
even legitimate subsidiaries such as nbanews . com can-
not pool their inventory. Instead, additional checks (per-
haps by the AdX or bidding DSPs) are required to iden-
tify whether fakenews.com and sportsnews.com are



in fact owned by the same organization — a challenge
that remains unaddressed by current validation mecha-
nisms.

In essence, the trouble with the ability to pool multiple
unrelated publisher websites behind a single publisher ID
is that it provides a mechanism for publishers with undesir-
able ad slot inventory to effectively ‘launder’ their inventory
by becoming indistinguishable from the inventory of more
reputable publishers. Further, this can be achieved without
the need to be explicitly verified by the AdX who issued the
publisher ID. As we will show in this work, such pooling
is common. In fact, we find some AdXs (e.g., Google) even
providing services, via intermediaries, that facilitate pooling
of unrelated entities.

3 Data Collection

In this section, we provide an overview of the publishers that
are the subject of our research (§3.1) and our methodology for
collection of ads.txt, sellers. json, and ad-related meta-
data associated with these websites (§3.2). >
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Figure 2: Overview of data gathering methodology.

3.1 Publisher domain selection

Our goal is to identify practices that prevent effective end-to-
end validation of the ad inventory supply chain, among benign
and malicious websites. We use domains from the Tranco top-
100K websites as a stand-in for benign websites (referred to
as a control) and well-known misinformation domains as a
stand-in for malicious websites.

Selection of misinformation domains. Identifying misin-
formation websites is a hard problem and not the focus of
this work. Therefore, rather than performing our own cat-
egorizations of domains, we leveraged existing datasets of
misinformation domains curated by media scholars [28,29]
and computer scientists [30,31 1.° To construct our misinfor-
mation domain set, we began by aggregating all domains from

5The dataset used in our research is available at the follow-
ing OSF project repository: https://osf.io/hxfkw/?view_only=
bda006ebbd7d4ec2be869cbbl98chbd5.

%For domains obtained from [29], we discard those labeled as ‘state’,
‘political’, ‘credible’, and ‘unknown’.

these lists and removing duplicates. This left us with 1276
domains. Next, we discarded 434 domains which were no
longer active (e.g., http://donaldtrumpnews.co). Finally, we
conducted manual verification to ensure that each remaining
domain did contain content that was undeniably misinforma-
tion. This left us with a set of 669 unique misinformation
domains (Mg). Of these 669 domains, we created a subset
of all the 251 domains that presented an ads.txt file and
were also present in the Tranco top million website list [32]
(Mankeq)- In parts of our analysis, Miankeq is used to perform
a controlled comparison on the prevalence of ads.txt and
sellers.json discrepancies between misinformation and
non-misinformation sites.

Selection of benign (control) domains. In order to facilitate
comparisons of the prevalence of specific behaviors between
misinformation and benign domains, we created a control
set of non-misinformation domains (Ciankeq). For each do-
main in Miapked, We included the most-similarly ranked non-
misinformation domain that also had an ads.txt file. We
performed matching based on ranks to avoid confounds re-
lated to popularity of domains. We also created a control set
of the Tranco top 100K domains which contained an ads. txt
file (C1gok). This dataset was used to identify the broad preva-
lence of pooling. These four sets of domains (Mgy11, Mankeds,
Cranked, and Cigox) are the subject of our study.

3.2 Data gathering

We conducted our analysis using three sources of data:
(1) ads.txt and sellers. json files related to publishers,
AdXs, and other intermediaries; (2) real-time bid requests
and responses made during visits to a publisher domain; and
(3) brands placing advertisements on a publisher domain. An
overview of our data gathering is illustrated in Figure 2.

ads.txt and sellers. json files. To build evidence
for the occurrence of pooling and other misrepresentations,
we need to analyze published ads.txt and sellers. json
files associated with publishers and ad-tech entities.

Processing ads. txt files. We searched for an ads.txt
file at the root of each domain in Mgy, Mrankeds Cranked,
and Cjgok. From these ads.txt files, we extracted the do-
mains of all the entities that were listed as DIRECT sellers or
RESELLERS of the publisher’s inventory.

Processing sellers. json files. For each seller identi-
fied in our ads.txt files, we obtained the sellers. json
file at their domain’s root. When the sellers. json file
was unavailable at this path, a best-effort attempt was made
to manually identify any non-standard location of this file
(e.g., Google used a non-standard location). We then parsed
each sellers. json file to identify entities (and their do-
mains) that were associated with PUBLISHER, INTERMEDIARY,
or BOTH entries. Finally, until no new entities were discovered,
we recursively fetched and parsed the sellers. json file as-
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sociated with the entities labeled as either INTERMEDIARY or
BOTH. This recursive fetching ensures that we have complete
coverage of all the supply chain entities that may sell the
inventory of all publishers in our datasets.

The D% datasets. The above process was repeated in 10/21
and 2/22. We refer to the corresponding datasets of ads.txt
and sellers. json files as Dito“}écl and D;t/‘igc In total, each
dataset included over 98K relationships from ads. txt files
and 2.4M relationships from sellers. json files. We primar-
ily rely on DSUC for the remainder of this study and only use
D?(?/%‘i to understand temporal changes in publisher and seller
behaviors (§7).

Limitations of this dataset. It should be noted that, by it-
self, this dataset cannot present evidence that pooling is ac-
tually occurring. There are two primary reasons for this.
First, because each publisher is responsible only for the con-
tent of their own ads.txt file, misrepresentations in other
publishers’ ads. txt file does not necessarily signify collu-
sion/pooling. This is because the ads . txt standard does not
require a publisher to verify that their account IDs are not used
by other unrelated entities. Second, there are non-pooling mo-
tives for publishers to engage in misrepresentations in their
ads.txt files. For example, demonstrating a longer ads . txt
file might suggest that the publisher has relationships with and
has been vetted by many inventory sellers in the ad ecosystem
— making it easier to achieve new relationships.

Obtaining real-time bidding metadata. To identify con-
crete evidence of pooling, we constructed a dataset of real-
time bidding metadata. These include bid requests, responses,
redirects, and payloads associated with ad requests and re-
sponses. Publisher IDs are communicated in requests and
responses to entities in the advertising ecosystem. Therefore,
during a crawl of a given publisher’s website, observing an
unrelated entity’s publisher ID in these metadata constitutes
concrete evidence of collusion (i.e., pooling) between them.

Crawling configuration. Following the best practices for
crawling-based data collection and methodology specifica-
tion [33,34], we obtained this dataset by using a web crawler
driven by Selenium (v4.1.0) and the Chrome browser (v91.0)
with bot mitigation strategies (multiple randomly timed full
page scrolls and randomized mouse movements), Xvfb from
a non-cloud vantage point, and a 30-second waiting time af-
ter the completion of the page load. Prior work has shown
that the bidders and content of ad slots are impacted by pre-
vious browsing history [35, 36]. Therefore, each page load
was conducted with a new browser profile to avoid biases in
our measurements of ad responses and content. With these
settings, we loaded each website in Mg, and saved the as-
sociated HAR files " and full-page screenshots. In order to
improve the completeness of our dataset, each crawl was re-

THTTP Archive (HAR) files contain logs of all requests from and re-
sponses to a browser.

peated two times in Feb’22.

Extracting ad-related requests and responses. From each
HAR file, we obtained all requests to and responses from ad-
related URLs by matching them against nine popular advertis-
ing and tracking filter lists used in prior work [37]. Matching
was performed using the adblockparser Python library ©.

Extracting real-time bidding metadata from ad-related re-
quests and responses. We extracted the URLs, content, and
HTTP POST-encoded data from each ad-related request, re-
sponse, and redirect. From this data, we identified all (key,
value) pairs encoded as key=value (including minor varia-
tions such as key= “value”). Finally, we performed a match
of all identified values with the publisher/seller IDs extracted
from the D;‘f‘z%c dataset. To reduce the incidence rates of false-
positives, we only matched IDs with a length greater than
five characters. Requests, responses, and redirects containing
a match are labeled as real-time bidding-related flows. For
each of these real-time bidding-related flows, we assigned the
publisher domain from which the request originated as the
publisher domain (i.e., observed inventory source) and the
AdX domain owning the detected publisher ID as the AdX
(i.e., inventory seller). We then used the sellers. json of the
AdX/inventory seller to identify the domain that owned the
publisher ID found in the ad request. This domain is labeled
as the owner domain (i.e., expected inventory source). All
(publisher domain, AdX, owner domain) triples were saved
for later analysis.

Methodology validation. To verify that our method for extrac-
tion of real-time bidding metadata was valid, we conducted a
manual validation test which included all RTB-related flows
recorded from one of our crawls. In this test, we manually
examined the flows to verify that they did in fact include
a key that suggested that the value was associated with a
publisher/seller ID. Our manual verification yielded a false-
positive rate of 1.5%.

The D™ dataset. We label this dataset of (publisher do-
main, AdX, owner domain) triples as DaWIs 1p total, the
DS dataset consisted of 3.1K distinct triples observed
across 2 crawls of 669 Mg, domains. In §4, we use these
triples to identify evidence of (dark) pooling in the misinfor-
mation ecosystem.

Limitations of this dataset. The advertising ecosystem and
real-time bidding is auction-driven and participation from en-
tities is non-deterministic. Therefore, any observations of enti-
ties and IDs in requests and responses related to ads will vary
from one visit to the next, even when all other client-related
factors are identical. Further, the client browser provides a
vantage point that only affords observations of the winners
of real-time bidding auctions. Finally, it is possible that some
communications of the seller/publisher ID are not visible to
us due to hashing or other obfuscation. As a consequence,

$https://github.com/scrapinghub/adblockparser
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the completeness of our data recorded by crawling is ques-
tionable (despite repetition of the crawl). Unfortunately, this
limitation is unavoidable. It should be noted, however, that
this limitation only impacts the completeness of our findings
and not the correctness. In other words, the prevalence of
pooling and other discrepancies, as measured by our crawls,
are only a lower-bound for their actual prevalence.

Identifying brands placing advertisements on domains.
We also analyzed the characteristics of the brands whose ads
appear on misinformation sites. To curate brands advertis-
ing on different misinformation domains, we performed 10
separate crawls. This repetition was to account for the proba-
bilistic nature of online advertising which allows a single user
to receive multiple different ads on repeated visits to the same
website. In each of the 10 crawls, after each page load was
complete and the 30-second wait period ended, we identified
and automated clicks on the DOM elements associated with
each advertising-related URL found on the page. These clicks
resulted in a number of redirects and eventually redirected the
browser to the destination website for the brand associated
with the advertisement in a new tab. We used this landing
website’s domain as the ‘brand’ associated with the ad.

Methodology validation. To test the effectiveness of the out-
lined methodology, we conducted a pilot test on one crawl
where we compared the brand names identified through man-
ual analysis and the automated approach. We found that in
30% of the displayed ads, the automated approach had com-
pletely failed to identify the brand associated with an ad. In
these cases, failure was largely due to the fact that some ad-
related URLs were associated with hidden ‘unclickable’ ele-
ments of the ad. As a result, our automated approach could not
correctly trigger the redirects that reach the website associated
with the brand. As a result, to ensure completeness, we sup-
plemented our automated approach by manually annotating
the ads that could not be associated with brands.

The D" dataset. Using the above methodology, we
recorded all the (publisher, brand) pairs identified with this
methodology in a dataset that we refer to as DS In to-
tal, the DP@9s dataset consisted of 4.2K distinct (publisher,
brand) pairs and 2.1K unique brands.

4 Measuring Problematic Representations

In this section, we answer the question: what are the inci-
dence rates of pooling and other problematic representations
in the misinformation ecosystem? Specifically, we focus on
measuring the prevalence of situations which would result
in the failure of any reasonable inventory supply chain val-
idation efforts. In §4.1, we provide a broad overview of the
types of errors and misrepresentations commonly seen in
sellers. json and ads. txt files that hinder end-to-end sup-
ply chain validation. We compare the prevalence of these
errors on our control and misinformation domains. Then, in

§4.2, we present evidence for widespread pooling in the ad-
vertising ecosystem and highlight cases of pooling by misin-
formation domains.

4.1 Prevalence of misrepresentations

Certain types of errors or misrepresentations in a publisher’s
ads.txt file or an AdX’s sellers. json file may prohibit
automated end-to-end verification of the ad inventory sup-
ply chain. In our dataset, we identified eight such problem-
atic representations: (1) Misrepresented direct relationships:
These are cases when a publisher claims that an AdX is a
DIRECT seller of its inventory, but the AdX sellers. json
lists it as an INTERMEDIARY (reseller) relationship; (2) Fab-
ricated publisher/seller IDs: A publisher’s ads.txt claims
that an AdX is authorized to sell its inventory, but the AdX
sellers. json does not claim any relationship with the pub-
lisher; (3) Conflicting relationships: A publisher claims mul-
tiple relationships with an AdX in their ads.txt, but the
AdX only lists one of these in their sellers. json; (4) In-
valid seller type: The sellers.json does not use any of
the three acceptable types (PUBLISHER, INTERMEDIARY, or
BOTH) to describe the source of the inventory associated with
a specific publisher/sellerID; (5) Invalid domain names: The
sellers. json does not present a valid domain name in the
‘domain’ field; (6) Confidential sellers: The sellers. json
lists the domain associated with the publisher/sellerID as
‘confidential’. It should be noted that this is not a violation
of the sellers. json standard, but does prevent end-to-end
supply chain verification; (7) Listing intermediaries without
sellers. json: An AdX’s sellers. json lists intermedi-
aries that do not have a sellers. json; and (8) Non-unique
publisher/seller IDs: The sellers. json lists multiple pub-
lishers and domains with the same seller/publisherID.

In Table 1, we present the prevalence of these misrepresen-
tations in ads.txt files from Cpypred and Miapkeq domains.
We find a statistically significant difference in the number
of errors present in ads.txt files from Ciypked and Mianked
domains (xz-test; p < .05). We find that, even when con-
trolling for the rank of a website, misinformation domains
are more likely to contain higher rates of ads.txt errors
that result in failed supply chain validation. Table 2 com-
pares the fraction of misrepresented/erroneous entries from
sellers. json of AdXs that serve Mgy (344 AdXs) domains
with the sellers. json from AdXs that do not serve any of
our Mg,; domains (483 AdXs). Once again, we see that the
AdXs that engage with misinformation domains are signif-
icantly more likely to have errors in their sellers. json
that result in the inability to perform supply chain validation.
Taken all together, these results highlight the broad unrelia-
bility of the ads.txt and sellers. json standards and their
current inability to allow end-to-end validation of the sup-
ply chain. This problem is especially pronounced for the ad
inventory associated with misinformation domains.



Type Cranked Mianked
Misrepresented direct relationships 51% 64%
Fabricated publisher/seller IDs 65% 83%
Conflicting relationships 33% 49%

Table 1: Prevalence of problematic representations in
ads.txt from domains in Cpynkeq and Mianked.

Type No My > 1 Mg
Invalid seller type 0.7% 0%
Invalid domain names 0.8% 54.8%
Confidential sellers 0.1% 46.1%
Intermed. w/o sellers. json 13.3% 49.8%
Non-unique IDs 62.6% 95.3%

Table 2: Fraction of sellers. json entries that contain differ-
ent problematic representations from AdXs serving no Mgy
domains and at least one Mg,;; domain.

4.2 Prevalence of pooling

As described in §2.2, pooling is the practice of using a single
AdX account to manage the inventory of multiple domains.
This results in a single AdX-issued publisher ID being associ-
ated with multiple domains. Although this practice enables
more efficient management of advertising resources for pub-
lishers, it comes at the cost of increased opacity in the adver-
tising ecosystem and reduces the usefulness of the end-to-end
supply chain validation mechanisms introduced by the IAB.

Gathering evidence of pooling with the D5i34¢ dataset. We
begin by identifying evidence of pooling in the Cjpox and
M;,;; websites from our D;tfgic dataset. We use this dataset of
ads.txt files associated with the Tranco top-100K domains
to identify all cases where multiple domains listed the same
publisher ID and AdX as a seller of their inventory. In total,
we observed 79K unique pools — i.e., 79K unique (publisher
ID, AdX) pairs were observed to have been shared by multiple
publisher domains. Of these 79K pools, 8.7K (11%) of the
pools also included at least one of the misinformation domains
in Mgy We refer to these 79K pools identified through the
DSaic dataset as static pools. The size of these pools ranged
from 2 to nearly 9K domains, with an average of 70 domains
per pool.

Characteristics of pools identified in the D;t/gtz'c dataset.

These above reported pool sizes were certainly larger than
what we anticipated and necessitated additional inspection for
a better understanding of our findings. Specifically, we paid
attention to the organizational relationships between pooled
entities and whether pooling was occurring due to some ad-
tech related mechanism.

Organization homogeneity of pools. From a cursory manual
inspection of our pools, we observed (rather unsurprisingly)
that larger pools appeared to contain many organizationally

unrelated domains — i.e., they were heterogeneous. To mea-
sure the prevalence of such types of pools at scale, we mapped
each domain in a pool to their parent organizations using the
DuckDuckGo entity-organization list [38] and labeled each
pool as follows: (1) Homogeneous: Pools whose member do-
mains could all be mapped to a single parent organization;
(2) Potentially homogeneous: Pools for which the parent or-
ganizations of all domains could not be identified. However,
all domains that could be mapped were found to have the
same parent organization; (3) Heterogeneous: Pools whose
member domains were owned by more than one parent orga-
nization; and (4) Unknown: Pools for which no domain could
be mapped to a single parent organization.

A breakdown of the prevalence of each of these types of
pools is provided in Table 3. We make three key observa-
tions. First, we notice that heterogeneous pools comprise a
large fraction of all pools — a deviation from the expec-
tation that pools are allowed in order to facilitate resource
sharing between sibling domains. The high incidence rates
of heterogeneous pools in non-misinformation domains also
suggests that there may be legitimate (i.e., not ill-intentioned)
mechanisms that facilitate publisher ID sharing between orga-
nizations. Second, pools containing misinformation domains
are statistically significantly more likely to be heterogeneous
(85%) than pools without misinformation domains (41%)
[x>-test p < .05]. Finally, we see that pools containing misin-
formation domains are statistically significantly larger (412.1
domains/pool) than pools without misinformation domains
(20.3 domains/pool) [2-sample ¢-test p < .05]. Taken together,
the latter two findings lend credence to the theory that mis-
information domains are effectively ‘laundering’ their ad in-
ventory by participating in mechanisms that facilitate large
pools.

Pools w/ Mgy Pools w/o Mgy
Pool Type # Pools Usize  # Pools Usize
Homogeneous 40 (0.4%) 2.6 6.7K (9.6%) 2.6
Pot. Homog. 913 (9.1%) 18.8 184K (26.6%) 7.0
Heterogeneous 8.6K (85.0%) 482.5 284K (41.0%) 42.2
Unknown 563 (5.6%) 43 15.7K 22.7%) 3.9
All pools 8.7K 412.1 70.5K 20.3

Table 3: (From D;t,gtzic) Prevalence of pools in Cygok. Pools
are broken down by organization homogeneity and whether
they contained a misinformation domain from the Mgy
dataset. u,;;. denotes the average (mean) number of domains
in a pool.

Pools facilitated by authorized ad-tech mechanisms. Our pre-
vious findings about the high rate of heterogeneous pools of
large sizes, even among non-misinformation domains, sug-
gests that there are ad-tech mechanisms that organically facil-
itate pooling. After further investigation we found that many
of the heavily pooled (publisher ID, AdX) pairs appeared to
be issued by a small number of AdX’s whose sellers. json



file indicated that the issued publisher IDs were not associated
with specific publishers but instead with specific RTB plat-
forms (notably Google). Put in other words, the publisher ID
issuing AdX’s sellers. json file indicated that the ‘owner
domain’ of the pooled publisher ID was another AdX plat-
form — suggesting that these pooling mechanisms might be
authorized by the platforms themselves.

In Table 4 we see that three of the most commonly
pooled owner domains are in fact associated with large AdXs
(google.com, justpremium.com owned by GumGum, and
townnews . com). Notably, nearly 25% and 12% of the pools
that used GumGum- and Google-owned publisher IDs also
contained known misinformation domains. For example,
100percentfedup.com, a site that promoted anti-vax and
stolen-election theories, received ads through pools using
Google-owned publisher IDs issued by the AdX ‘Index Ex-
change’. In contrast, TownNews, an advertising firm focused
on serving local media organizations did not have a single
pool containing known misinformation domains.

To uncover whether the actions of the publisher ID-issuing
AdXs (bottom of Table 4) might be authorized by the AdX
platforms that were listed as domain owners of the publisher
ID (top of table 4), we conducted a search for any programs
run by AdX platforms that might require pooling — i.e., is
there public documentation of authorized programs to allow
unrelated publishers to pool their inventory through inter-
mediaries. Of the AdXs in Table 4, we only found public
documentation of a Google program that authorized sharing
of publisher IDs. Google’s Multiple Customer Management
(MCM) ad manager platform allows ‘Google MCM-partner’
ad organizations to manage the inventory of multiple client do-
mains through a single AdMob account [39]. This results in all
associated domains sharing the publisher ID of the intermedi-
ary organization. Our results highlight a violation of Google’s
own policies regarding advertising on websites ‘making unre-
liable claims’ or ‘distributing manipulated media’ [40]. How-
ever, public documentation does not state whether Google
delegates all domain and content verification responsibilities
to their MCM partners and therefore it remains unclear if the
violation is a failure of Google’s own verification practices or
those of their MCM partners’. Similarly, the pooled misinfor-
mation domains using GumGum-owned publisher IDs were
also in violation of GumGum’s content policy [41].

Pools using publisher IDs with hidden or unknown owner
domains. During our investigation, we also discovered that
many AdX sellers. json files did not allow identification
of the owner domain of the publisher ID that was used. This
comprised nearly half of all identified pools. The breakdown
of reasons for this is provided in Table 5. Here, we see that the
most common reasons for failed identification of the owners
of publisher IDs being used in pooling are: (1) the publish-
erID is itself unlisted in the issuing AdX’s sellers. json
file and (2) the unavailability of a public sellers. json from
the AdX that issued the publisherID. It is important to note

Type Domain Pools  Pools w/ Mgy
google.com 5.1K 598
gannett.com 370 5

Owner of pub.ID justpremium.com 337 84
townnews.com 313 0
hearst.com 219 1
google.com 10.3K 461
taboola.com 6.6K 132

AdX issuer of pub.ID freewheel.com 39K 625
pubmine.com 3.6K 2
openx.com 2.4K 524

Table 4: (From D;}g‘zic) Most pooled domains and AdXs.
The top five rows represent the most frequently observed
domains whose publisher IDs were used in pools. The bottom
five rows represent the most frequently observed AdXs who
issued the publisher IDs that were used for pooling.

Reason All pools  Pools w/ Mgy
Total pools 79K 8.7K
PubID unlisted 20.9K 2.5K
sellers. json not public 16.5K 2.0K
Owner not listed 2.6K 135
Owner is ‘confidential’ 3.4K 86

Table 5: (From th,gtzic) Pools using IDs of unknown owners.
Reasons for failed identification of the owners of publisher
IDs used in pools.

that any of the reasons shown in Table 5 would result in the
impossibility of any end-to-end supply chain verification. In-
terestingly, we find no statistical differences (y-test p < .05)
between the reasons for failed identification of owners of
non-misinformation and misinformation pools. This suggests
that the issues of poor compliance with end-to-end supply
chain verification procedures are industry-wide and no spe-
cific cause for these failures are exploited by misinformation
domains.

Finding actual occurrences of pooling with the D"
dataset. Because of the high rates of errors, misrepresenta-
tion, and unreliability of publisher-sourced ads. txt files and
the incompleteness of AdX-sourced sellers. json files, it
is important to note that our analysis of the D}‘/"‘zgc can only
be used as evidence that suggests the widespread practice of
pooling. In order to confirm a pool’s existence with certainty
we need to observe it ‘in the wild’. To achieve this, we lever-
age the set of all (publisher domain, AdX, owner domain)
triples recorded in our DS dataset (cf. §3.2). Since these
were obtained from actual real-time bidding from multiple
crawls of the My dataset, they provide concrete evidence of
pooling being leveraged by known misinformation sites (i.e.,
dark pooling). In total, we gathered 2.8K (publisher domain,
AdX, owner domain) triplets from which we identified 297
unique pools, which are depicted in Figure 11 (§C). Of these,
218 pools (73.4%) overlapped with those identified in our



analysis of the D$35° dataset and 79 were new. The existence
of 79 pools that were absent in the D575 dataset once again
highlights the ad-industry’s poor compliance with ads.txt
and sellers. json standards. Google and Pubmatic were
found to be the issuers of the publisherIDs associated with
120 and 48 pools, respectively. These pools enabled advertis-
ing supply chains for 127 (Google) and 67 (Pubmatic) unique
misinformation domains. 33across and Gourmet Ads were
found to be the owners of publisherIDs that were shared by the
most number of misinformation domains (30 and 23 domains,
respectively). Both publisherIDs were issued by Pubmatic.

Homogeneity of D™ pools. We were able to identify the
presence of 14 homogeneous and 200 heterogeneous pools.
The homogeneity of the remaining pools could not be de-
termined. The largest homogeneous pool shared a publish-
erID issued to funkedigital.de by Pubmatic. This pool in-
cluded nine domains such as principia-scientific.org,
allnewspipeline.com, and russia-insider.com — Me-
dia Bias/Fact Check identified all the nine domains as
‘Conspiracy Theory’ or ‘Propaganda’ domains with ‘Low’
factual reporting and having ‘Right’ to ‘Extreme-Right’
bias. We identified stories related to climate change de-
nial, anti-vaccination misinformation, and pro-insurrection
views — all in violation of PubMatic’s own content guide-
lines for publishers [42]. Incidentally, Pubmatic also sup-
plied the publisherID associated with the largest heteroge-
neous pool with 47 unique misinformation domains, includ-
ing drudgereport .comand worldtruth.tv. Unfortunately,
the Pubmatic sellers. json file did not list the actual owner
of the publisherID associated with this heterogeneous pool.

D™ pools and the Google MCM program. In order to

identify occurrences of pooling due to Google’s MCM pro-
gram, we identified pools associated with publisherIDs issued
by Google to their MCM partners. Of the 316 heterogeneous
pools identified, 32 were associated Google’s MCM program.
In total, these 30 MCM pools were associated with 29 misin-
formation domains. Indeed, the same domains utilized mul-
tiple MCM partners to gain access to Google’s AdMob plat-
form. Misinformation domains supported by Google’s MCM
program included 369news.net (pseudoscience/anti-vaxx
theories) and truthandaction.org (extreme-right propa-
ganda/misinformation), amongst other similar domains. The
MCM partners most frequently found to be using their Google-
issued publisherID for pools containing misinformation were
Monumetric (5 pools) and Freestar (4 pools).

Takeaways. Our analysis shows a widespread failure to
adhere to the ads.txt and sellers. json standards and
compliance is even weaker amongst misinformation domains
(8§4.1). This poor adherence has one major consequence: end-
to-end validation of the ad-inventory supply chain is not al-
ways possible, particularly in the case of misinformation do-
mains. Further compounding supply chain validation chal-
lenges, we find that the pooling of publisher/seller IDs by
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unrelated publishers is also widespread (§4.2). Misinforma-
tion domains, which violate the publisher content policies of
many AdXs, are able to monetize their ad inventory through
these pools. In fact, we find that in many cases they are able
to leverage the authorized programs of the same AdXs whose
policies they violate.

5 Display Ad Analysis

In this section, we analyze the display ads loaded on misin-
formation websites to identify the brands that buy their ad
inventory.

Overview of brand safety. DSPs and AdXs provide brand
safety [43] features to avoid buying ad impressions next to
unwanted content. Brand safety features allow brands to block
such unwanted ad inventory through a block list of keywords
or domains/URLs. In keyword-based brand safety, the ad in-
ventory of webpages containing sensitive content (e.g., relat-
ing to violence or pornography) is avoided. In domain/URL-
based brand safety, the ad inventory of certain publisher do-
mains/URLSs that are deemed to host unwanted content (e.g.,
misinformative or clickbait content) is avoided. One would
expect that reputable brands would avoid buying the ad inven-
tory of misinformation websites through these standard brand
safety features. However, as we describe in Section 4.2, we
suspect that some unsuspecting reputable brands may end up
buying the ad inventory of misinformation websites despite
these brand safety safeguards due to the prevalence of dark
pooling.

Dataset summary. To investigate whether misinformation
websites that employ dark pooling are able to evade brand
safety safeguards and trick reputable brands into buying their
ad inventory, we curate D’ by crawling each of the 669
misinformation website ten times as discussed in §3.2. We are
able to collect a total of 4,246 ads belonging to 2,068 distinct
brands. Figure 3 plots the distribution of the number of distinct
brands across misinformation websites. We find that a non-
trivial fraction of misinformation sites are able to get ads
from tens of distinct brands. Specifically, 23 misinformation
sites have ads from at least 41 distinct brands each while 142
misinformation sites have ads from at most 10 distinct brands
each.

Reputable brand classification and prevalence. To assess
whether these ads are from reputable brands, we use their
Tranco ranks as a rough proxy for their reputation. Specifi-
cally, we classify brands with top-1K Tranco ranking as “rep-
utable”. Figure 4 shows the number of distinct reputable and
non-reputable brands across top-20 misinformation websites
that contain ads from the highest distinct brands. Perhaps
surprisingly, we find that Breitbart — a well-known misinfor-
mation site — is able to attract ads from the highest number of
distinct brands. The two reputable brands with ads on Breit-
bart include Forbes and GoDaddy. We note that these top-20
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Figure 3: Distribution of the number of distinct brands across
different misinformation websites.

misinformation sites tend to have more ads from reputable
brands on average as compared to the remaining misinfor-
mation sites. Specifically, the average number of reputable
brands is 2.05 for the top-20 misinformation sites in Figure 4
and 0.78 for the remaining misinformation sites.

Impact of ad inventory misrepresentation on brand safety.
Next, we investigate whether the misrepresentation of ad in-
ventory by misinformation websites impacts their ability to
sell their ad inventory.

First, Figure 5 plots the distribution of number of distinct
brands for misinformation sites with/without ads. txt. Note
that we are looking for existence of ads.txt — the mere ex-
istence of ads.txt of course does not guarantee that the
veracity of its content. We find that misinformation sites
with ads.txt are able to attract ads from twice as many
distinct brands on an average as compared to the sites without

breitbart.com
returntonow.net
libertyunyielding.com
usasupreme.com
thedailycheck.net
usanetwork.info
theeconomiccollapseblog.com
americanpatriotdaily.com
in5d.com
burrardstreetjournal.com
immediatesafety.org
newsammo.com
endoftheamericandream.com
worldtruth.tv
pacificpundit.com
israelislamandendtimes.com
endtimeheadlines.org
usamagazinestudio.com
newsrescue.com
actualidadpanamericana.com
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Figure 4: Distribution of reputable and non-reputable brands

among the Top 20 misinformation sites with the highest num-
ber of distinct brands advertising on their website.
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Figure 5: Distribution of number of distinct brands on misin-
formation websites with/without ads. txt.

ads.txt. We conclude that some brands do at least seem to
avoid the misinformation websites without ads. txt.

Second, Figure 6 shows the scatter plot of median Tranco
ranks of brands and the number of pools” for each misinfor-
mation website. We find that misinformation websites that
are part of more pools tend to attract higher ranked, and likely
more reputable, brands. To quantitatively understand this cor-
relation, we use simple linear regression and measure the
slope. We find that the slope is -36.53, reaffirming our con-
clusion that pooling indeed enables misinformation websites
to evade brand safety protections. A refinement of the regres-
sion analysis where we only take into account heterogeneous
pool (signaling dark pooling) results in the slope of -55.09,
indicting an even stronger correlation.

In summary, our results clearly show that the misrepre-
sentation of ad inventory and the abuse of dark pooling by
misinformation sites indeed plays a role in their ability to
evade brand safety protections and better monetize their ad
inventory through reputable brands.

Brands in display ads on misinformation websites. Next,
we examine the brands that end up buying the ad inventory
of misinformation websites. Figure 7 plots the prevalence of
brands across the misinformation websites in our dataset. We
find that only a small fraction of brands appear across a large
fraction of misinformation sites. Specifically, 12 brands ap-
pear across at least 20 misinformation websites in our dataset.
These most prevalent brands tend to be well-known such as
Yahoo!, Amazon, and Alibaba. The brands that appear on
only a few misinformation sites tend to be less known. In fact,
many of these less known brands themselves appear to be
misinformative (e.g., Battlefield America, Health Sciences In-
stitute, Healthy Gem, Liberty Powered News, National Justice
Party, INSD).

9We use the list of 79K static pools from D;‘gﬁc dataset and quantify the
number of pools that each misinformation domain is a part of.


https://www.yahoo.com
https://www.amazon.com
https://www.alibaba.com
https://battlefieldamerica.co
https://hsionline.com
https://hsionline.com
https://www.healthygem.com
https://libertypowerednews.com
https://nationaljusticeparty.com
https://nationaljusticeparty.com
https://in5d.com

450000

425000 - [ ]

400000 +

375000

350000 A

Median brand ranks

325000 A

[ slope = -36.52°
300000 ‘. o

' °
275000 °

[ ] [ ] [ ]

b [ ]

250000 9%~ @ . . . - .

0 200 400 600 800 1000 1200

Pool Count

Figure 6: Scatter plot showing the relationship between me-
dian brand rank vs. pool count for each misinformation site

Finally, we classify the brands across 58 content categories
using a URL classification engine [44]. We are able success-
fully classify more than 95% of the brands into one ore more
categories. Table 7 lists top-3 most prevalent brands across the
top-6 categories of business, shopping, computers & technol-
ogy, health & medicine, finance, and education. While most
of these brands are self-evident, some of them are not. For
example, while most Amazon ads were related to Amazon
Smile, some of these Amazon ads were in fact static links to
certain Amazon products that included books about conspir-
acy theories (e.g., “The Dark Path: Conspiracy Theories of
Iluminati and Occult Symbolism in Pop Culture, the New
Age Alien Agenda & Satanic Transhumanism”. Beyond the
brands listed in this table, we also found multiple other in-
stances of outright misinformative ads such as FDA unverified
health supplements such as Bioage and Boston Brain Science.
Finally, there are also some instances of political ads such as
Let’s Go Brandon and Battlefield America. Such unscrupu-
lous ads on misinformation websites are because either the
ad inventory is directly sold or bought at the bottom of the
programmatic funnel.

Takeaways. Overall, we find that misinformation websites
are able to evade brand safety safeguards and monetize their
ad inventory through unsuspecting reputable brands. Cru-
cially, we showed that it is in part because misinformation
sites misrepresent their ad inventory. We found that the ad
inventory of misinformation websites that use tactics such as
dark pooling is more likely to be bought by reputable brands.

6 Related Work

Examining the online advertising ecosystem. In recent
years, there have been many research efforts to bring trans-
parency to the mechanisms of online advertising. A large
number of these have focused on identifying the gathering and
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Figure 7: Distribution of the prevalence of brands across
misinformation websites in our dataset.

distribution of user data to deliver personalized ads [45-50].
Our work instead focuses on the prevalence of inventory fraud,
pooling, and its impact on brands.

Inventory fraud. There have been a few measurements related
to ads. txt standard and related inventory fraud since its in-
troduction. However, no work has focused on sellers. json
or the ad-fraud that emerges by combined failure of ads.txt
and sellers. json. In 2019, Bashir et al. [21] gathered and
conducted a longitudinal analysis of ads.txt files associ-
ated with popular websites. In their analysis they found that
although deployment was widespread, there were many syn-
tactic errors and inconsistencies in these files that made them
difficult to process in an automated fashion. Tingleff [51] and
Pastor et al. [52] highlighted flaws of the ads. txt standard
that reduce it’s effectiveness in preventing ad fraud, albeit
without measurements to supplement their hypotheses. Some
of these identified flaws are, however, corroborated by mea-
surements from Papadogiannakis et al. [53]. These findings,
which suggest that the ads.txt standard is not effectively
enforced even after years since its deployment is corroborated
by our study. Our work complements these efforts by under-
taking a measurement study of both the standards of ads.txt
and sellers. json for the first time to measure inventory
fraud as well as prevalence of pooling, which allows domains
to circumvent the protections brought by the ads.txt and
sellers. json standards.

Brand safety. There have been many studies that have high-
lighted the impact of ads (and the websites on which they
appear) on the reputation of a brand [43,54-56]. In fact, the
impacts are so strong that there have been several activist
efforts that have successfully weaponized brand safety to
prevent the spread of misinformation. Notable among these
are the efforts of Check My Ads and Sleeping Giants [57]
which successfully launched public campaigns to pressurize
820 brands to add Breitbart News’ domains to their adver-
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https://battlefieldamerica.co

tising block lists. Our cataloging of brands found on known
misinformation sites aim to supplement these efforts and
increase pressure on ad-tech to enforce it’s own ads.txt
and sellers. json standards more effectively. Other work
has focused on measuring or improving the effectiveness of
mechanisms for identifying ‘brand safe’ web content. Hem-
mings [58] and Braun et al. [59] provide an overview of these
approaches and the trade-offs they present. Most recently,
Vo et al. [60] built an image-based brand-safety classifier to
prevent ad placement on inappropriate pages. Numerous prod-
ucts from popular ad-tech firms such as DoubleVerify [61],
Integral Ad Science [62], and Oracle [63] have also recently
started promoting their ‘brand safety’ features.

Funding infrastructure of misinformation. Ours is not the
first work to consider the role of the online advertising ecosys-
tem in funding misinformation. In fact, it has been known
for several years that online advertising provides the primary
revenue stream for misinformation websites [64—68]. Han
et al. [69], in their study focused on network infrastructure,
also explored the revenue streams on misinformation websites
and identified disproportionately high reliance on advertis-
ing and consumer donations. Bozarth et al. [70] showed that
although there is a unique ecosystem of ‘risky’ AdXs that part-
ner with publishers of misinformation, there is also a heavy
presence of mainstream AdXs (e.g., Google) in the misinfor-
mation ecosystem. Braun & Eklund [59] take a qualitative
approach to understand the role of the advertising ecosystem
in increasing revenues of misinformation and the dismantling
of traditional journalism. Their work, along with numerous
others [71-73], have highlighted the need for additional trans-
parency to realize the promise of market-based strategies to
curb funding of misinformation. Considering another angle,
several studies have also examined how deceptive ads are
used to promote and fund harmful products [74-76] and ide-
ologies [31,77,78].

At a high-level, our work complements all these efforts
to better understand how the misinformation ecosystem is
funded by online advertising by uncovering and analyzing
the exploitation of specific advertising-related vulnerabilities
such as pooling and relationship misrepresentations by the
misinformation ecosystem.

7 Concluding Remarks

In this paper, we investigated for the first time unexplored is-
sues in the ad-tech supply chain. We showed how misinforma-
tion sites exploit the opaque nature of the complex ad supply
chain to deceptively monetize their ad inventory. Through our
measurements, we documented widespread lack of compli-
ance with the IAB’s ads.txt and sellers. json standards
as well as the abuse of ad inventory pooling by misinformative
outlets. We also uncovered that reputable brands often fall
prey to such evasive tactics and end up buying misrepresented
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ad inventory. Our results raise a number of questions that
motivate potential countermeasures and future work.

First, our results uncover the publishers and ad exchanges,
such as justpremium.com (owned by GumGum), whose pub-
lisher IDs are being pooled and disproportionately abused
by misinformation websites. We conclude that major ad ex-
changes such as google.com, freewheel.com, and openx.com
that issue these publisher IDs need to do a better job of vetting
their partners. We believe that the onus is on ad exchanges
that support such pooling (e.g., Google MCM partner pro-
gram [39]). They are best positioned to effectively put a stop
to this abuse if they strictly vet their partners and also monitor
the abuse of their issued publisher IDs.

Second, buyers should attempt to trace the provenance of
the inventory through the Supply Chain Object (SCO). Unfor-
tunately, our analysis of SCOs in §D shows that less than a
quarter of bid requests actually include the SCO. And, even
when bid requests do contain it, it never contains the full list
of supply chain hops. As the compliance with SCO improves,
we expect that buyers/DSPs would be able to conduct end-to-
end supply chain validation of the ad impressions that they are
planning to buy and thus avoid the misrepresented inventory.

Third, there are several organized efforts such as the Check
My Ads Institute [79] that monitor ads on misinformation
websites and call out reputable brands for unwittingly funding
misinformation. Such public shaming efforts by activists seem
to be somewhat successful in forcing the brands to fix the
issue. Our data collection methodology can be used to provide
an automated brand safety service that can systematically
identify and report potential violations to brands. This could
also be leveraged by ad exchanges to detect whether any of
their partners enable dark pooling.

Fourth, we can track any additions/deletions of publishers
by ad exchanges in their sellers. json. Such longitudinal
analysis can provide insight into routine cleanups or one-off
fixes. Our longitudinal analysis in §B uncovers evidence of
significant cleanup of RevContent, an ad exchange known to
be disproportionately used by misinformation websites [69].
Our longitudinal data collection and analysis can complement
existing efforts to archive site metadata to track compliance
with ad-tech standards [80].

Finally, our data collection and analysis suffers from com-
pleteness issues, some of which can be addressed in future
work. While our data collection focused on misinformation
websites, it can be easily repurposed for investigating other
types of bogus or low quality websites. Due to the non-
deterministic nature of RTB, our measurements of the preva-
lence of pooling and ads from reputable brands on misin-
formation websites are only a lower-bound for their actual
prevalence. Also, we want to acknowledge that we can only
observe false negatives of brand safety services in §5 — it is
possible that brand safety services are somewhat successful
in protecting reputable brands but we simply cannot publicly
observe these true positives.
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Appendix

A Misrepresentations in ads.txt and

sellers. json

Figures 8 and 9 depict all the possible cases of correct repre-
sentations as well as minor/major misrepresentations cases
that can be observed in ads.txt and sellers. json files,
respectively. In Section §4.1, we only study major misrepre-
sentations that result in the failure of end-to-end supply chain
validation.

B Longitudinal Analysis of sellers. json

There have been various campaigns to highlight the role of
AdXs in monetizing the misinformation ecosystem, pressur-
ing them to remove their support for these domains [79]. To
understand the effectiveness of these campaigns, we moni-
tored changes to the sellers. json files present in our D21
dataset for a three-month period (from 10/21 to 2/22). Of
the 470 AdXs found to support misinformation domains (by
listing them as publishers) on 10/21, 39 (8.3%) AdXs delisted
at least one misinformation domain.

It is important to understand whether the AdXs are de-
listing the misinformation content from their sellers. json
files. Bashir et. al. [21] performed this analysis on ads . txt of
Alexa Top-100K websites in their work. However, our study
is on misinformation websites, whose ads . txt should not be
trusted. Hence, we perform this analysis on sellers. json
files of trusted AdXs.

We observed 470 sellers. json supporting at least 1 mis-
information site as per the October’s crawl. Out of 46 AdXs
support 10 or more misinformation outlets. The one’s that sup-
port the highest misinformation domains are revcontent.com
(204), liveintent.com (56), outbrain.com (56), pixfuture.com
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Q 1. Correct Direct Relationship

publisher.com/ads.txt adexchange.com/sellers.json

"seller_id": "12345",
"seller_type": "PUBLISHER",

"domain": "publisher.com",
"name": "Publisher Times"

adexchange.com, 12345, DIRECT

Publisher Site authorizes seller 12345 on AdExchange to directly sell its inventory and
AdExchange recognizes the account 12345 as belonging to Publisher Times with
publisher type relationship.

O 3. Correct Reseller Relationship

blish ads.txt adexchange.com/sellers.json

p

"seller_id": "12345",
"seller_type": "INTERMEDIARY",

"domain": "intermediary.com",
"name": "Intermediary Media LLC"

adexchange.com, 12345, RESELLER

Publisher Site authorizes seller 12345 on AdExchange to resell its inventory
and AdExchange recognizes the account 12345 as belonging to Intermediary Media
LLC with intermediary type relationship.

Q 5. Duplicate Entries

publisher.com/ads.txt adexchange.com/sellers.json

adexchange.com, 12345, DIRECT
adexchange.com, 12345, DIRECT
adexchange.com, 12345, DIRECT

"seller_id": "12345",
"seller_type": "PUBLISHER",
"domain": "publisher.com",

"name": "Publisher Times"

Publisher Site has multiple exactly same entries corresponding to a single entry in
AdExchange's sellers.json. This is not outright problematic, but such duplicates can

make hundreds of lines long and thereby increasing verification time for advertisers.

@ 7. Non-existent sellers.json

publisher.com/ads.txt adexchange.com/sellers.json

ACCESS DENIED for sellers.json
OR
seller.json NOT available/maintained

adexchange.com, 12345, DIRECT

Publisher Site authorizes AdExchange to directly sell its inventory. But, AdExchange's
sellers.json is unavailable. Cases when sellers.json is not accessible publicly or is not
published by the AdExchange, advertisers cannot validate the seller.

9. Google's Exchange/Open Bidding (EB/OB) entries

publisher.com/ads.txt adexchange.com/sellers.json

"seller_id": "12345",

"seller_type": "INTERMEDIARY",
"domain": "google.com",

"name": "Publisher Times (via EB)"

adexchange.com, 12345, DIRECT

Publisher Site authorizes Pubmatic's 12345 account as its direct seller. Here, AdExchange
submits its highest bid to compete with other buyers for Publisher Time's inventory in
Google's EB via unified action. But listing domain as google.com seems an incorrect

representation and not quite direct.

Q 2. Misrepresented Direct Relationship

publisher.com/ads.txt adexchange.com/sellers.json

"seller_id": "12345",
"seller_type": "INTERMEDIARY",
et

"domain": "intermediary.com",
"name": "Intermediary Media LLC"

adexchange.com, 12345, DIRECT

Publisher Site authorizes seller 12345 on AdExchange to directly sell its inventory but
AdExchange recognizes the account 12345 as an intermediary (Intermediary Media
LLC). Hence, INTERMEDIARY entry is mislabelled as DIRECT ads.txt.

8 4. Misrepresented Reseller Relationship

publisher.com/ads.txt adexchange.com/sellers.json

“seller_id": "12345",
“seller_type": "PUBLISHER",

"domain": "publisher.com",
"name": "Publisher Times"

adexchange.com, 12345, RESELLER

Publisher Site authorizes seller 12345 on AdExchange to resell its inventory but
AdExchange recognizes 12345 as a publisher type account instead of intermediary
type. Hence, PUBLISHER entry is mislabelled as RESELLER in ads.txt.

8 6. Fabricated Seller IDs

publisher.com/ads.txt adexchange.com/sellers.json

adexchange.com, 12345, RESELLER Failed seller_id matching:

No such seller_id found.

Publisher Site authorizes seller 12345 on AdExchange to resell its inventory

but AdExchange does not represent any account associated with Id 12345.

@ 8. Duplicated Seller IDs with Conflicting Relationships

publisher.com/ads.txt adexchange.com/sellers.json

adexchange.com, 12345, DIRECT
adexchange.com, 12345, RESELLER

"seller_id": "12345",

"seller_type": "INTERMEDIARY",
"domain": "intermediary.com",
"name": "Intermediary Media LLC"

Publisher Site authorizes the same seller account with AdExchange to directly sell as well
as resell its inventory. However, AdExchange recognizes the account as intermediary and

hence allows only reselling. Hence, ads.txt should have only RESELLER entry

@ 10. Multiple Entries for a given Ad Exchange

publisher.com/ads.txt adexchange.com/sellers.json

adexchange.com, 123, DIRECT
adexchange.com, 234, RESELLER
adexchange.com, 345, RESELLER

123, PUBLISHER, publisher.com
234, INTERMEDIARY, intermediary.com
345, BOTH, both.com

ads.txt may have more than one entry per ad exchange if exchange manages different types of
inventories (e.g. display ads vs. video ads) and integrations (header tag vs. ad tag), etc. with
separate publisher IDs. However, ads.txt doesn't provide transparency to validate if one or

more entries are genuine or faked by publisher.

Figure 8: Correct representations (Case 1, 3), Misrepresentations (Case 2, 4, 5-8) and Problematic representations (Case 9, 10)

used by publishers in their ads. txt implementations.



1. Seller Type Misrepresentation

Any value other than {"PUBLISHER", "INTERMEDIARY, "BOTH"} is a misrepresentation.

v

)

(%)

(%)

"seller_id": "12345",
"seller_type": "PUBLISHER",
"domain": "publisher.com",

"name": "Publisher Times"

"seller_id": "12345",
"seller_type": "INTERMEDIARY",
"domain": "intermediary.com",

"name": "Intermediary Media LLC"

"seller_id": "12345",
"seller_type": "BOTH",

"domain": "both.com",
"name": "Both Media Inc"

"seller_id": "12345",
"seller_type": "NA",
"domain": "domain.com",
"name": "Domain Inc."

"seller_id": "12345",
"seller_type": "mrghonie",
"domain": "website.com",

"name": "Website Inc."

2. Seller Domain Misrepresentation

3. Seller Name Misrepresentation

v

S

"seller_id": "12345",

"seller_type": "INTERMEDIARY",
"domain": "anyvaliddomain.com",
"name": "Domain Company"

"seller_id": "12345",

"seller_type": "INTERMEDIARY",
"domain": "anyinvaliddomain.com",
"name": "Domain Company"

@

(X)

X

"seller_id": "12345",
"seller_type": "PUBLISHER",
"domain": "publisher.com",
"name": "Publisher Times"

"seller_id": "12345",
"seller_type": "PUBLISHER",
"domain": "Publisher Times",
"name": "publisher.com"

"seller_id": "12345",
"seller_type": "PUBLISHER",
"domain": "publisher.com",
"hame": "

4. Confidential Sellers

5. Duplicate Seller Entries

V)

%)

"seller_id": "12345",
"seller_type": "PUBLISHER",
"is_confidential": 0

"seller_id": "12345",
"seller_type": "INTERMEDIARY",

@

X

"seller_id": "12345",
"seller_type": "PUBLISHER",

"domain": "publisher.com",

"seller_id": "12345",
"seller_type": "PUBLISHER",
"domain": "Publisher Times",

"seller_id": "12345",
"seller_type": "PUBLISHER",
"domain": "Publisher Times",

"domain": "publisher.com",
"name": "Publisher Times"

"is_confidential": 1

"name": "Publisher Times"

"name": "publisher.com" "name": "publisher.com"

6. Intermediaries w/o sellers.json 7

. ID Sharing

adexchange.com/sellers.json intermediary.com/sellers.json

adexchange.com/sellers.json

adexchange.com/sellers.json

"seller_id": "12345",

"seller_type": "INTERMEDIARY",
"domain": "intermediary.com",
"name": "Intermediary Media LLC"

404 NOT FOUND -
"domain": "

Publisher / Intermediary

"seller_id": "12345",
"seller_type": "PUBLISHER",
publisher.com",
"name": "Publisher Times"

"seller_id": "12345",

"seller_type": "PUBLISHER",
"domain": "publisherX.com",
"name": "Publisher X Times"

"seller_id": "12345",

"seller_type": "INTERMEDIARY",
"domain": "intermediary.com",
"name": "Intermediary Media LLC"

Figure 9: Correct representations and corresponding Misrepresentations employed by AdXs in their sellers. json implementa-

tions.

(39) and [ijit.com (now part of Sovrn) (30). From October
2021 to February 2022, only 39 AdXs de-list atleast 1 misin-
formation website, while 53 sellers. json include atleast
I misinformation domain in their files. Table 6 shows the
top AdXs that added and removed the support for the high-
est number of misinformation sites in their sellers. json
during the period of analysis.

Upon further investigation of RevContent, we observed
that it dropped 87% of the total publisher domains from their
sellers.json in mid December 2021 (Oct’21: 4727 do-
mains to Feb’22: 621 domains) and we speculate that their
primary aim might not have been to drop misinformation do-
mains, but they ended up de-listing a few of misinformation
outlets too as a result of their bulk drop. There has always
been a constant peer-pressure and criticism from activists
(e.g., [79]) forcing RevContent to remove their support for
misinformation sites. There were active discussions on social
media speculating RevContent’s intent behind this massive
drop. However, RevContent did this silently and never pub-
licly addressed this action. It is surprising that eventhough

19

Misinformation Domain Counts
Ad-exchange

Oct’21  Feb’22 Added Dropped

revcontent.com 204 73 2 133
outbrain.com 56 35 0 21
9mediaonline.com 20 1 0 20
stitchvideo.tv 14 1 0 13
adtelligent.com 26 28 13 11
infolinks.com 23 14 2 11
publisherdesk.com 14 3 0 11
mgid.com 20 32 13 1
nextmillennium.io 7 9 3 1
vidazoo.com 5 8 3 0
pixfuture.com 39 41 2 0
lijit.com 30 30 0 0

Table 6: AdXs that add and drop the highest number of misin-
formation outlets from their sellers. json during the period
Oct’21 to Feb’22. The table is arranged in descending order
of the Dropped counts.



RevContent dropped the maximum number of misinformation
domains from its sellers. json, it still potentially funds the
highest online misinformation. Other than RevContent, other
AdXs that continued their support for the highest misinfor-
mation sites in Feb’22 are Livelntent (56), Pixfuture (41),
Outbrain (35) and MGID (32).

Additionally, the misinformation outlets which were added
by the most AdXs are rearfront.com, vidmax.com, and
thetruereporter.com. The former 2 outlets are agents of
spreading viral and misleading content, while the latter pub-
lishes politicized news, commentary and analysis. These
were added by 6 different AdXs. Similarly, lifezette.com,
waynedupree.com, and news18.co were dropped by 6, 6, and
5 distinct AdXs respectively.

C Pooling

Different types of pooling scenarios studied in Section 4.2 are
represented in the Figure 10. Figure 11 depicts the relation-
ships between different entities of 297 unique pools observed
in DI dataset.

D Supply Chain Object Analysis

If adopted and implemented correctly, Supply Chain Objects
(SCOs) can aid overall validation and provide transparency
into all the entities involved in (re-)selling of a particular ad-
inventory. In absence of this information, a buying entity’s
knowledge is just limited to the immediate upstream seller but
not the entire path of (re-)sellers that were involved before the
upstream seller. It is the job of the selling entity to append its
seller object in the existing SCO and forward the bid request
further. A buying entity extracts the SCO object from the bid
request and parses the list of all seller nodes represented as
key “nodes” (which contains a list of dictionaries). Lower
the index of a node in this list, the more older the seller.
When SSP forwards the bid request corresponding to the ad
request received from the publisher, in the node dictionary it
appends its website (represented by the key “asi”) and account
identifier for the given publisher in its network (represented
by the key “sid”).

In order to analyze the adoption and correctness of SCOs
in our data, we use our custom SCO-parser (written as per
the IAB guidelines) on all the bid requests captured in the
D25 dataset. We observed that although SCOs have been
introduced by TAB since July 2019, only 20.5% (3796) bid
requests have included SCOs, all of which comprised of only a
single seller node. To verify correctness of SCOs, we extracted
‘sid” and ‘asi’ associated with the seller node and performed
a lookup of the ‘sid’ in the sellers. json file of the ‘asi’ to
obtain the upstream website with which the ad-inventory is
associated as per the SCO. Next, we matched if this website
domain matched the actual domain on which the current bid

request was captured during the dynamic crawl. Lets call this
boolean result as A. We, also generated a dynamic path based
on the SCO object as follows: upstream website — asi seller
— domain of the ad-request. We obtain the ground truth from
the sellers.json, using which we also generated all 3-hop static
paths for each misinformation domain in our dataset. Next, we
checked each of the 3796 dynamic paths among all the static
paths of the associated misinformation domain. Let’s call this
boolean result as B. The cases where A and B were True are
cases where we could verify the correctness of the SCOs. The
rest were the cases where SCOs were misrepresented. We
observed only 18.94% (719) bid requests with correct SCOs.

E Display Ads on Misinformation Websites

We show some example display ads observed from a few
brands on misinformation websites — GoDaddy and Amazon
(Figure 12), Harvard Medical and Let’s Go Brandon (Fig-
ure 13). Top brands in different categories are listed in Ta-
ble 7.
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Figure 12: GoDaddy ad (Left) observed on breitbart.com.
Amazon ad (Right) for a shady book promoting conspiracy
theories on i1luminatiwatcher.com

x

You've been Selected!

E i ™S Claim Your FREE Let's
Go Brandon Hat Today!
J

Ways to improve your balance

Having issues with Balance? | Harvard Medical School
Advice in our HealthBEAT

Figure 13: Ad from Harvard Medical (Left) seen on
darkpolitricks.com and Lets Go Brandon ad (Right)
politicizing hat sales on clashdaily.com

 CLAIM FREE HAT NOW! )


godaddy.com
https://amazon.com
https://hms.harvard.edu
shopletsgobrandon.com

adexchange.com/sellers.json

"seller_type": "PUBLISHER",

O 1. Homogenous Pools
publisherA.com/ads.txt

adexchange.com, 12345, DIRECT "domain": "publisherA.com",

"name": "A Times"

publisherB.com/ads.txt OR
"seller_id": "12345",
"seller_type": "PUBLISHER",
adexchange.com, 12345, DIRECT "domain": "ABgroup.com",

‘ "seller_id": "12345",

"name": "AB Group"
(Parent Organization)

O 3. Authorized Pools

publisherA.com/ads.txt

A Times
} AB Group

google.com/sellers.json

le. 12345, DIRECT
google.com, b C ‘ "seller_id": "12345",
"seller_type": "BOTH",

"on

"domain": "adexchange.com",

A Times and B Times authorize 12345 as their direct seller.
AdExchange recognizing 12345 as belonging to either A
Times (or B Times) or AB Group are all valid cases of 1d
sharing since A Times and B Times are related (same parent).

2. Heterogenous Pools

publisherA.com/ads.txt adexchange.com/sellers.json

adexchange.com, 12345, DIRECT ‘

publisherB.com/ads.txt
adexchange.com, 12345, DIRECT

A Times No relation
} between the two

publishers

"seller_id": "12345",
"seller_type": "PUBLISHER",
"domain": "publisherA.com",
"name": "A Times"

A Times and B Times authorize 12345 as their direct
seller. AdExchange recognizes 12345 as belonging to A
Times (or B Times). This type of Id pooling is incorrect
since A Times and B Times are unrelated.

8 4. Unauthorized Pools

publisherA.com/ads.txt google.com/sellers.json

google.com, 12345, DIRECT ‘
"seller_id": "12345",
"seller_type": "BOTH",

publisherB.com/ads.txt
"name": "AdExchange Media"
google.com, 12345, DIRECT
A Times v T S A Times
jLuics Although A Times and B Times are unrelated, the common Unrelated
B Times Unrelated Id present in their ads.txt belongs to AdExchange Media B Times

which is a Google's MCM partner. As an MCM, it manages
adexchange.com } MCM and sells inventory on both the publishers through Google. peKeianaeieon }

publisherB.com/ads.txt
"name": "AdExchange Media"
google.com, 12345, DIRECT

‘ "domain": "adexchange.com",

In this case, A Times and B Times are unrelated and the
AdExchange Media (represented by the common Id
Not shared by A Times and B Times) is not a Google's MCM

MCM partner.

Figure 10: Classification of different types of Pooling.

Example Brands

Brand Category (3 sites advertised on)
. Cotosen (22), Elkay (18),
Business BusinessFocus (12)
. Amazon (21), Harbor Freight
Shopping (18), Alibaba (10)
ManageEngine (12),
Computers & Technology GoDaddy (8), McAfee (1)
.. HealthiNation (19),
Health & Medicine Rocket Facts (17), Onnit (7)
Wall Street Watchdogs (42),
Finance Good Homeowner (21),
LendingTree (19)
Hillsdale College (21),
Education MyHeritage (21),

Harvard University (3)

Table 7: Examples of Top-3 brands that are observed adver-
tising across misinformation websites in the Top-6 brand
categories returned by Cyren.
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cotosen.com
elkay.com
businessfocus.online
amazon.com
harborfreight.com
alibaba.com
manageengine.com
godaddy.com
mcafee.com
healthination.com
rocketfacts.com
onnit.com
wallstreetwatchdogs.com
goodhomeowner.com
lendingtree.com
hillsdale.edu
myheritage.com
harvard.edu
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Figure 11: Pooling relationships between different entities of triplets in D1 dataset. Leftmost portion ((p): publisher) shows
the misinformation domains and the rightmost portion ((0): owner) represents owner domains whose seller IDs or publisher IDs
associated with the AdXs (represented as intermediary connections between the entities on extremes) are pooled and abused by
these publisher domains. Count represents pooled IDs. 22
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